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Confidentiality of the Freedom of Information (Scotland) Act 2002.)




N
Forth
ngltey(/

College

Agenda

16 May 2024
AUDIT COMMITTEE

12.

13.

14.

15.

Progress Report on Audit Recommendations
Risk Management
Review of Risk

Any other competent business
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Alison Stewart
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Steeple Suite 5pm

Present: Lorna Dougall (Chair)
Hazel Burt

Rhona Geisler
Kat Graham
Alistair McKean
In Attendance: Kenny Maclnnes, Principal O
. . o . . A)

Alison Stewart, Vice Principal Finance and Corporate Affairs
Michael Speight, Mazars (via Teams)

Ben Fowler, Mazars (via Teams)

Graham Gillespie, Wylie and Bisset

Stephen Jarvie, Corporate Governance and Plan Officer (

IT) for item A/23/027 only

A/23/017 Annual Report and Financial Statements 2022
Resource & Infrastructure Committee)

m with Finance,
The DOF presented the annual or d fimancial statements for 2022/23 to
members for endorsement fo roval b oard.

She highlighted that ther e of outstanding matters to be resolved and
what these were.

She noted th Ing\to t y the accounts are required to be presented, they
canbeaveryt cal ument and confirmed to members that the overall position

for the ye ed operating deficit of £44k after voluntary severance

the request from the external auditors for an adjusted opening land
gs Valuation and the impact of this.

3 ighlighted the note in the accounts regarding the Fuel Change suspected
fr and confirmed additional details were to be added within the Governance
ort.

Members welcomed that the College was able to maintain operational sustainability
but noted the increase in staff turnover rates.

Members queried the statement that SFC had ‘signed off on the adjusted operating
deficit’ given the accounts had not been presented to and therefore were not yet
approved by the Board of Management. The DOF informed members that SFC had
seen and agreed the calculations used to reach the presentation of the adjusted
operating position.
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Members welcomed the positive cash generation position the College was in but
queried if there was comfort with such small margins in the accounts. The VPFACA
noted that the College cannot retain surpluses and aim for breaking even.

a) Members endorsed the accounts for submission to the Board of Managemen
subject to the resolution of the outstanding matters with the external auditor

A/23/018 Draft External Audit Annual Report to the Board of Management (Joi
Finance, Resource & Infrastructure Committee)
Michael Speight, Partner, Mazars, the College’s external aliditor prese draft
external auditor report to members.

Following extensiv cussie as agreed that Mazars would meet further with
the VPFACA an F iscuss further.

a) Memb dt ntent of the report
A/23/019 De ti f Interest
A/23/02 Apblogies
one
/2 1 Minutes of meeting of 7 September 2023
The minutes of the meeting of 7 September 2023 were approved.
A/23/022 Matters Arising

There were no matters arising however the Chair queried how actions intended to be
reported at in future meetings were captured and followed up on. It was agreed that
the CGPO would create an action tracker for the Committee to ensure matters were
not missed.
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A/23/023 Chairs Report to the Board

The Chair presented the annual report of the Chair to the Board on the activities of
the Committee and requested comment from members.

Members noted that the cover paper for the report was unnecessary forar
this kind and the Principal agreed that a new format for presenting this type of

would be developed.
Members also noted an error in relation to the authorshi pa was

agreed to revise this.

a) Members approved the report subject to the amendmen ing e

A/23/024 Response to Mazars Letter to those charged wit ernance

The Chair presented members with the draft re

External Auditor to the Committee.

ot ording of the letter.

ential employment tribunal and asked if
vided members an update of the current

/23/025

an updated data policy for the College to members. He
key changes to the document to reflect the implementation of UK

bers queried if the College had retention periods for data and it was confirmed
ese are set at departmental level.

Member queried the response timescale for a breach that the College works to. The
CGPO provided members with an overview of the process for assessment, and if
necessary, reporting of breaches to both data subjects and the ombudsman.

a) Members approved the College Data Policy
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A/23/026 Presentation of Internal Audit Reports

Graham Gillespie presented three internal audit reports for members’ consideration.
Credits Audit 2022/23
He highlighted that this related to the main funding for the College and co @
that the College is in line with SFC guidance and that no recommendati been

made.

a) Members noted the content of the report

Student Support Funds 2022-23

He informed members that this had been a clean it with no areas to highlight to
members.

a) Members noted the content of the rep

Educational Maintenance Allowange 2 02
He informed members that this h Is en a clean audit with no areas to highlight
to members.
a) Members noted th@'co @ e report
A/23/027 Cyber Securité
The HIT pkese m ers with a report outlining the current cyber landscape for

at the College like the sector continues to be a target and noted a
hat the external threat had shifted from not only encryption of data for
n but that data is also removed and sold on.

noted an increase in targeting of Office365 accounts, mainly though phishing but
that also fake Office365 authentication requests were becoming more prevalent.

He outlined the work done by the College to mitigate threats noting that it remained
a balance between protection and disrupting services. He noted changes to software
systems, increased security working with third parties and disaster recovery practice
for the IT team.

Members welcomed the overview of the ongoing work.

Members discussed the risk associated with people rather than systems and discussed
good password management and recommended considering ethical phishing.
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The HIT informed members that these issues would be looked at further.
a) Members noted the content of the report

A/23/028 Progress Report on Audit Recommendations

The CGPO provided members with an update on the status of audit recomme
within the College. He highlighted that the number of recommendati
and that no new issues identified with any of these.

a) Members noted the content of the report
A/23/029 Risk Management
The VPFACA presented the strategic risk register tolmembers.

She noted that there were three changes since t @ ing of the Committee and
outlined what these were.

She also highlighted to membersthat, f ing discussion with the Chair, it was the
intention to refresh the form thedisk regi to make it more user friendly.
a) Members noted the con port and the intention to review the register

A/23/030

* pliance Report

The CGPO presented a report outlining the College’s performance in relation to
complaints, data protection and freedom of information requests in 2022/23.

A/

He discussed the handling of these requests and noted that there were no clear trends
identified in area except an ongoing issue with email related potential data breaches.
He outlined the reasons for these and confirmed that the College was piloting a new
control measure which, if successful, would be implemented across the College to
mitigate this risk to a degree.
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Members queried in relation to complaints, whether there were still serial
complainers contacting the College. The CGPO confirmed that there were some in the
period covered and outlined how the College was handling these.

a) Members noted the content of the report
A/23/032 Review of Risk
Members noted that the potential for qualified accounts was a risk O

A/23/033 Any Other Competent Business

None
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1. Purpose

To seek approval from members for a new Fraud Prevention Policy.
2. Recommendation

That members consider and approve the new Fraud Prevention Policy.

3. Background

During the Fuel Change investigation it was identified that the current/Anti-Fraud ption
Policy had not been reviewed for some time. While it was fit for purpose it lacked detail in certain
areas and it was agreed as part of the lessons learned action plan that reviewed

4. Key Considerations

Rather than track changes to the original document and
developing this policy the Fraud section of the Scotti
this forms the basis of the new policy.

has been developed. In
Manual was reviewed and

5. Resource Implications (Financial, People, tesand unications)
e policy is approved it will be communicated

hed on the College website.

There are no financial /estates implicad
to all staff and Board Members and

More detailed awareness io eld for LMT and the Finance team.
6. Equalities N/a

7. Communities and P ers -

8. RiskandIm

sk table below. Risk is scored against Likelihood x Impact, with each category
Low through to Very High. Risks should be robustly scored and, if the combined
d x Impact) is higher than the Board Risk appetite for the risk category identified,
addi | justification must be provided on why this risk is necessary.

I paper is an approval, please reflect on whether the approval will have any direct or indirect
impact for any other areas of operational activity internally or externally within the College — No
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Likelihood Impact
Very High (5)
High (4)
Medium (3)
Low (2) 2 2
Very Low (1)

Total Risk Score — 4

The College has a Strategic Risk appetite for categories of risk as by
Management. Decisions being taken at LMT/SMT/Board level must hav@/cognisan
indicate the single most relevant risk category in the table below.

BoM Risk Categories & Risk Appetite (Select one area only)

Cautious <15 Open 15> <20 ‘ Eager >20

Governance X | Strategy

Legal Financial

Property Reputational

Technology

There is a risk that staff are unaware of thei sibilities in terms of reporting suspected fraud
and that fraudulent activity goes und unplinished. Having a policy in place and raising
awareness of the policy will mitig risk.
Is the score above the Bo is etite level? No

Action Owner — Alison Stewart

Paper AuthoO art SMT Owner — Alison Stewart

Risk Owner — Kenny S
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1. Introduction

This Policy has been developed to minimise the risk of fraud within Forth Valley College.

Forth Valley College has a duty to ensure that it safeguards assets and the public money that it is
responsible for.

The College expects the highest standards of conduct and integrity from all persons that ha
dealings with it, including staff, Board Members, contractors, volunteers, students and the g
public.

to protect public safety and public money.

All suspicions or concerns of fraudulent or corrupt practice will be inv
distinction made in an investigation and/or action between cases that
and those that do not.

2. Purpose
This policy is designed to protect the funds and a e ege through the deterrence,
detection and investigation of fraudulent an ru vit

3. Definitions
Fraud — dishonest, irregular or illegal terised by a deliberate intent at concealment or
false representation, resulting in,the d ol of resources, whether or not for personal gain, for

the benefit of an individu
Corruption - lack of in o y (especially susceptibility to bribery); use of a position of

trust for dishonest

For the purp
corruption.

in this document, any reference to fraud may be read to also include

4. Reldlled Pdlices

istleblowing Policy

Gifts’and Hospitality Policy

omplaints Policy

e Staff Disciplinary and Dismissal Policy and Procedure



. Scope

This policy outlines the approach for the prevention, detection, reporting and handling of fraud.
Forth Valley College has 5 objectives in our approach to countering fraud:

e Awareness: We will prevent fraud by raising awareness of fraud and its safeguards within
the College.
e Prevention: We will prevent fraud through improving our systems and controls to suppor

our services.

risk of fraud, by being effective and professional in our investigati
maintaining a robust whistle blowing procedure.
e Enforcement: We will handle fraud by being tough on fraudsters;

e in relation to employees we will initiate an inves$tigation whe e is a suspected

breach of this policy, which may lead to discipling ion and which may resultin a
finding of gross misconduct, immediate dismiss prting to Police Scotland

e inrelation to external parties we will repo r é@mcerns'to Police Scotland.

This policy applies to:

o All members of staff and members of the'Qalle oard of Management;

e All geographical locations and all ns/services; and
e All third parties, including subsidi y workers, consultants, suppliers, contractors

and overseas agents.

. Culture

Forth Valley College
There is a role

engaging andfBeing a
and control Weakness

Our approach%® counter fraud aims to ensure that this zero tolerance culture is maintained and
fr i ctively managed at all levels of service delivery as follows:

he risk of external and internal fraud; identifying suspicious activities
5; and reporting any suspicions quickly and appropriately.

Committing to clear ethical standards through a formal counter fraud policy.

° ommunicating our attitude to fraud by raising awareness of our counter fraud policy to all
staff.

e Supporting staff in their responsibilities in preventing and detecting fraud through guidance
and training.

e Providing managers with support in designing, operating and reviewing internal controls.

e Maintaining comprehensive procedures for preventing and detecting fraud that must be
carefully followed and monitored.

e Protecting members of staff through a confidential process for reporting suspicions of fraud.
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e Responding to fraud effectively through a comprehensive Fraud Response Plan.

e Using data and technology from the college systems to combat fraud.

e Sharing knowledge of vulnerabilities and lessons learned through strong communication
channels.

7. Leadership
Key determinants of the standards of behaviour in organisations are the standards observe
senior managers, and how these senior managers promote and enforce the organisation’sii
policies.

The College’s Board of Management and senior managers must therefore ens athth
behaviour is always of the highest standard. The Board will, therefore, a ate

clear policies on:

e Code of conduct;

e Registration and declaration of interests;
e Accepting hospitality and gifts;

e Prosecution of perpetrators of fraud.

errent because of the risk of
at of prosecution only deters if the

Police Scotland advises that prosecution is a particul
a custodial sentence and a criminal record.
threat is real. Therefore, each and every
Scotland, irrespective of the status of the i i The decision to involve the police shall be
taken by a member of the College’s
Committee or the Board of Managem

8. Prevention

8.1 System of Control

Appropriate preveati d detective controls should be put in place to counter the risk of fraud.

e controls are designed to spot errors, omissions and fraud after the event e.g.
su isory checks and reconciliations. Support for managers in establishing appropriate
controls is provided by the appropriate finance staff and internal audit.

Managers with responsibility for awarding contracts, making payments, and other financial
transactions must ensure they have clear control procedures. It is important that:
There is adequate separation of duties and proper authorisation processes for payments;

e Staff dealing with these procedures are familiar with them;
e Accounting and other records, such as cash balances, bank balances, physical stock counts,
are reconciled with the actual position;



e Staff who are bankrupt or insolvent are not employed on duties which might permit the
misappropriation of funds.

8.2 Separation of Duties

The risk of fraud can be reduced by ensuring proper separation of duties so that, for example,
more than one person has to be involved in ordering, receiving and authorising payments for
goods or services.

The separation of key functions forms an integral part of systems control and is essen
minimise the potential scope for irregularity by staff acting on their own. The need for
separation of duties applies as much to income generation processes as it does t
procedures.

Without adequate separation of duties, the effectiveness of othier contrq res is
, alternative

management controls — such as supervisory checking must be employe

9 Responsibilities

9.2 Lines of Responsibility

The Senior Management Team and the de Management Team have functional
responsibility for ensuring that fraud and up a ented, and any suspected or known
occurrence is immediately reported to the Vi ri | of Finance & Corporate Affairs. The Vice
Principal of Finance & Corporate Affai v responsibility for the College’s Anti-Fraud &

Corruption Policy.

The Director of Finance is hes oﬁ) onsistent application of the policy.
9.3 Responsibilities ar ers

As nominated repre

ativesy’all members of the College Board have a duty to protect the
from any acts of fraud and/or corruption. This is achieved through
iance with the Code of Conduct for Members, the College’s Constitution
lations and Policies and relevant legislation. Conduct and ethical matters
sht to the attention of members during induction and include the declaration
of interests. The Board Secretary advises members of new legislative or
irements.

existing prac
includi i

esponsibilities of the Senior Management Team

The Senior Management Team are responsible for the communication and implementation of this
policy. They are also responsible for ensuring that their staff members are aware of the College’s
policies and procedures, the College’s Financial Regulations and Standing Orders and that the
requirements of each are being met.

The Senior Management Team are expected to create an environment in which their staff are able
to approach them with any concerns they may have about suspected irregularities. Special



arrangements may be applied from time to time, for example, where employees are responsible
for cash handling, which should be supported by relevant training, and internal control checks.

The College recognises that a key preventative measure in dealing with fraud and corruption is for
managers to take effective steps at the recruitment stage to establish, as much as possible, the
honesty and integrity of all potential employees. As in other public bodies checks are undertaken
for employees working with, or who may have, contact with children or vulnerable adults.

9.5 Responsibilities of the Vice Principal Finance & Corporate Affairs

All suspected instances of fraud or corruption should be reported to the Vice Principal of F
& Corporate Affairs.

The responsibilities of the Vice Principal of Finance & Corporate Affairs j

e Making arrangements for the proper administration of the College®s financial affairSand shall

have the responsibility for the administration of those affairs.

e ‘Proper administration’ of those affairs encompasses, all aspe ege financial

. ﬂ‘

b6 ormal and informal, as shown

management including:

e Compliance with the statutory requirements for account ternal audit;
e Managing the financial affairs of the College;
e The proper exercise of a wide range of delegated

in the College’s Financial Regulations and es

ce & Corporate Affairs this should be raised
incipal, with the Chair of the Board of

Should the suspicions relate to the Vice Prin
directly with the Principal or in case
Management.

Each employee is governed in‘their wopk by the College’s Financial Regulations, and other College
cies are guidelines on gifts and hospitality, and codes of
conduct associated ional and personal conduct and conflicts of interest. These are

instructions given to them, particularly in relation to the safekeeping
lege. Employees are expected always to be aware of the possibility that
heft may exist in the workplace and be able to share their concerns with

7 of Internal Audit

I al audit plays a preventative role in trying to ensure that systems and procedures are in
place to prevent and deter fraud and corruption. Internal audit may be requested to investigate
cases of suspected financial irregularity, fraud or corruption, in accordance with agreed
procedures/requirements. Internal auditors are empowered to:

e Have access at all reasonable times to any College premises or land.

e Have access to all records, documentation and correspondence relating to any financial and
other transactions as considered necessary.

e Have access to records belonging to third parties, such as contractors, if required.



e Require and receive such explanations as are regarded necessary concerning any matter
under investigation.

e Require any employee of the College to account for cash, stores or any other College property
under their control or possession.

Internal auditors liaise with senior management to recommend changes in procedures to reduce

risks and prevent losses to the College. They also have direct access to the Chairs of both the Audit
Committee and Board.

9.8 Role of Audit Scotland and External Audit

auditors. The external auditor’s reviews are designed to test (amongst
of the College’s financial systems and arrangements for preventin
corruption. It is not the external auditors’ function to prevent fraud
integrity of public funds is at all times a matter of general ¢
alert to the possibility of fraud and irregularity, and will act out undue delay if grounds for
suspicion come to their attention.

9.9 Role of Students and Public

This policy, although primarily aimed at ghose@withinjZor ciated with, the College, enables
concerns raised by college students and theiderpub e investigated, as appropriate, by a
relevant College staff member.

9.10 Conflicts of Intere

Board members and emp s ensure that they avoid situations where there is potential
for a conflict of interest. itu s can arise with outsourcing of services, procurement
tendering, planning a tr ions etc. Effective role separation and internal controls will

ensure that decisi take e impartial and avoid questions about improper disclosure of
confidential informati

10 Identifica d Reporting

External and internal fraud is not always easy to identify. Often suspicion may be raised but it is
d reported. Fraud is often committed where there is:

rtunity to commit fraud. This is where internal controls are weak and access to assets

and information allows fraud to occur.

tionalisation that justifies fraudulent behaviour, which can be for a variety of reasons. Forth
Valley College has a zero tolerance approach to fraud.

e Motivation or a need for committing fraud. This can be for financial reasons or other

motivating factors.

Managers and staff must always be alert to the risk of fraud, theft and corruption. Danger signs of
external fraud include:
e Photocopies of documents when originals would be expected;
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e Discrepancies in information e.g. signatures and dates;

e Unexpected queries from stakeholders or suppliers e.g. bank account detail changes;
e Requests for non-standard types of payment;

e Unexpected trends or results e.g. from reconciliations.

Danger signs of internal fraud include:
e Evidence of excessive spending by staff in cash/contract work;

e Inappropriate relationships with suppliers;

e Reluctance of staff to take annual leave;

e Undue possessiveness of, or anomalies between, work records;

e Pressure from colleagues to avoid normal control procedures;

e Abnormal Travel and Subsistence claims, overtime or Flexible Working Hours @

The danger signs highlighted in this policy are not exhaustive and agy indicationgof*ffatidulent

activity should be reported. Managers and staff must always be aler the risk off fraud, theft,

bribery and corruption.

t

he Vice Principal Finance &
anagement Team.

Staff should report any suspicions either to their line manag
Corporate Affairs or in their absence another member of th

11 Initial Action

11.2 Audit Committee

Once a concern has been raised t
then liaise with the appropriatedi

with the Pri
taken.

of the Audit Committee will inform the Chair of the Board of Management of all
ud, and detail the investigative action to be taken in line with the Fraud Response
endix 1).

Investigation

Following notification of suspected fraud, and after consultation with the Chair of the Audit
Committee, the Vice Principal of Finance & Corporate Affairs or the Principal will commence a full
investigation into the allegations.

In the interests of a full investigation, the Vice Principal of Finance & Corporate Affairs or Principal
will assign the relevant SMT member to oversee the immediate and safe collection of all relevant
data, documents and computer records. This information will form the basis of the investigation.

8



If a suspected culprit is aware that an investigation is in progress, they may try to frustrate
disciplinary or legal action by destroying or removing evidence. The Fraud Response Plan shall
cater for the immediate suspension, with pay, of personnel under suspicion. Suspects should be
given as little notice as possible so that they have no opportunity to destroy or remove property.

As a general rule, either the College’s internal or external auditors will be asked to assist in the
investigation and submit a report on their findings to the Audit Committee. In the event of
lengthy investigation process, interim reports will be submitted to the Audit Committee.

When, in the opinion of the Chair of the Audit Committee and the Vice Principal of Fi
Corporate Affairs or Principal, there is sufficient evidence to suggest that a cri
committed, Police Scotland shall be notified immediately. The College will seek
advice on how best to proceed with the investigation in a manner that wi im
Police enquiry.

The Vice Principal of Finance & Corporate Affairs or Principal will b
suspected fraud to Police Scotland and will nominate a main pgint of cont
and the Police Scotland.



Appendix 1 - FRAUD RESPONSE PLAN

1. Purpose

The purpose of this plan is to define authority levels, responsibilities for action, and reporting lines in

the event of a suspected fraud or irregularity. The use of the plan should enable the College to:

e Prevent further loss;

e Establish and secure evidence necessary for criminal and disciplinary action;

e Notify the Scottish Funding Council, if the circumstances are covered by the man
requirements of the Audit Code of Practice;

e Recover losses;

e Punish the culprits;

e Deal with requests for references for employees disciplined or prosecute

e Review the reasons for the incident, the measures taken to prevent a
needed to strengthen future responses to fraud;

¢ Keep all personnel with a need to know suitably informed about the in
response;

¢ Inform the police and establish lines of communication;

e Assign responsibility for investigating the incident;

e Establish circumstances in which external specialists should @ d; and

e Notifying the Office of the Scottish Charity Regulator

ction

institution’s

2. Initiating Action

All actual or suspected incidents should be repor i t delay to the Vice Principal of Finance &
Corporate Affairs or in his/her absence a r of the Senior Management Team (SMT). If
the allegations are against a member of t en the Chair of the Board or the Chair of the Audit

Committee should be contacted.

The Vice Principal Finance & C ate irs (or other appropriate person) shall, normally within 24
hours, meet with the Princi the initial response, and on the action to be taken. This
will normally be an investi d by'the internal auditor. Where necessary legal advice will also be
sought.

The decision to i
time provid
switch intérnal au

investigation shall constitute authority to the internal auditor to use
ternal audit plan for special investigations, or contingency time, or to
ources from planned audits.

Th e al auditors should be informed of the suspected fraud and kept apprised of the
k of t bove.

PM®vention of Further Loss

ere the initial investigation provides reasonable grounds for suspecting a member or members of
staff of fraud, the Vice Principal Finance & Corporate Affairs will consider how to prevent further loss.
This may require the suspension, with pay, of the suspects. It may be necessary to plan the timing of
suspension to prevent the destruction or removal of evidence that may be needed to support
disciplinary or criminal action.
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In these circumstances, the suspect(s) should be approached unannounced. They should be
supervised at all times before leaving the College’s premises. They should be allowed to collect
personal property under supervision, but should not be able to remove any property belonging to the
College. Any keys to premises, offices and furniture should be returned to the College.

The Head of IT and Head of Estates should be asked to advise on the best means of denying access to
the College and its ICT systems, while suspects remain suspended (for example by changing locks and
informing facilities staff not to admit the individuals to any part of the premises).

which have given rise to suspicion, through which the suspect may have had opportu

The internal auditor shall consider whether it is necessary to investigate systems other than &
misappropriate College assets.

4. Establishing the Facts and Securing Evidence

appropriate
College will
of staff alleged to have
committed fraud. The College will normally pursue the prosecution@fiany such individual.

¢ Establish and maintain contact with Police Sco
* Ensure that members of staff involved in fr. ig e familiar with and follow rules on
the admissibility of documentary and other evidénce i

The circumstances in which the Col
detailed in the Audit Code of ce.

jective of any fraud investigation. The internal auditor shall ensure that
he amount of any loss will be quantified. Repayment of losses should be

Where thelloss is stibstantial, legal advice should be obtained without delay about the need to freeze
ct through the Courts, pending conclusion of the investigation. Legal advice should
ined about the prospects for recovering losses through the Civil Court, where the

Responsibility for Investigation

The internal auditor shall normally lead all fraud investigations. Management shall not normally
undertake fraud investigations, although management should co-operate with requests for assistance
from internal audit.

11



Some special investigations may require the use of technical expertise, which the internal auditor does
not possess. In these circumstances, the Vice Principal Finance & Corporate Affairs may approve the
appointment of external specialists to lead or contribute to the special investigation.

8. Reporting to the Board of Management

Any variation from the approved Fraud Response Plan, together with reasons for the variation, shall
be reported promptly to the Chairs of both the Board and the Audit Committee.
On completion of a fraud investigation, a written report shall be submitted to the Audit Comm

If fraud has been established, then the report shall contain:

* A description of the incident, the people involved, and the means of perpetrating th
* The measures taken to prevent a recurrence;

¢ Quantification of losses;

® Progress with recovery action;

¢ Progress with disciplinary action, if already initiated;

® Progress with criminal action, if already initiated;
¢ Actions taken to prevent and detect similar incidents.

The internal auditor will normally prepare this report

9. References for Employees Discipline ted for Fraud

The College’s Policy on the Provision of Emp e r all include a requirement that any
request for a reference for a member of staff w as n disciplined or prosecuted for fraud shall
be referred to the Vice Principal Finance & atefAffairs.

\
)

12



MAKING
LEARNING
WORK

Q<§

Copyright Polic

Draft
April 2024
ity for Contents Vice Principal Learning and Student Experience
sibility for Review Vice Principal Learning and Student Experience
t Assessment Review Date April 2024
eView Date August 2027
Primary Contact Head of Learning and Quality

Written by Alan Rae and adapted for use by Forth Valley College



1 General Policy Statement

1.1 Forth Valley College (the College) respects the copyright of those who create
and distribute material for teaching, learning, marketing and advertising
purposes. Such materials comprise original literary, dramatic, music, and
artistic works; sound recordings, broadcasts, film, computer software and
databases. Publishers also have copyright in the typographical arrangement
of their published editions.

1.2 This Policy, and related guidance documents, applies to all College staff,
full-time and part-time, all students currently enrolled at the College

designers.

1.3 This Policy applies to all third-party materials as listed j
whether they are in print or digital format and irrespecti
delivery is used for their reference or distribution. Such
Internet, the College Intranet, The College VirtuahlLearning
and other devices such as personal computers,daptops, tablets and mobile
(smart) phones.

1.4 Staff, students and contractors of the Coll cate, distribute, store
or make available to the public any u unlicensed copies of
copyright material by means of thg, Col syistems, equipment or storage
media. Such systems include in ege’s VLE and the College’s
internal computer system.

15 ' ollege will not assist with or participate
in any known infringemen copyright materials by means of a
peer-to-peer network usi ge’s systems, hardware or storage media.

1.6 Infringement of ised and/or unlicensed third-party material includes
upload, storage [ vailable to the public of those materials by using
the College’ ipment or storage media. To avoid any doubt, this

clause als licensed computer software.

2.1 llege is fully committed to the principle of copyright protection for
produced by creators, rights holders and their representatives.
2.2 The College will take all appropriate measures to ensure that staff, students

nd contractors comply with all appropriate and relevant copyright legislation
and copyright licences held by the College

2.3 The College recognises that legal and moral rights attach to materials created
and licensed by third parties.

2.4 The College recognises that creators and licensors are entitled to reasonable
protection of their rights.

2.5 The College recognises that creators and licensors may be entitled to
reasonable payment for the use of their rights by College staff, students and
contractors in the creation of materials for teaching, learning, marketing and
advertising purposes.
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2.6

2.7

2.8

2.9

(See Appendix 1 of this document for the list of licensing agenciés)

The College will keep College staff, students and contractors informed of all
aspects of relevant copyright laws and of all licensing agreements to which the
College subscribes.

The College recognises that any infringement of third-party copyright content
by staff, students or contractors may expose The College, as a corporate body,
and the individual, to legal action, claims for damages and loss of reputation.
The College recognises The Copyright Designs and Patents Act of 1988 (as
amended) (the 1988 Act) as the principal legislation applying to copyright in
the United Kingdom. It is noted that copyright legislation is not a devolved
responsibility.

The College recognises the terms and conditions of the licensing agencies
which it contracts. These agencies are mandated by creators to lice
rights for copying, scanning and any other appropriate use of the cq
is covered by the licences.

3 Responsibilities

3.1

College Management

3.1.1 College managers will maintain their
legislation and licensing as they re

2 aining and CPD for staff

in relation to copyright la sing and best practice when

using third party conte

3.1.2 College managers are respensi

of relevant copyright4

their staff.

3.1.3 College managers e that students are made aware of the

College’s Cop part of the student induction process.
3.1.4 College ag will ensure that new members of staff are made
aware of ollege’s Copyright Policy as part of the staff induction

3.1.5 Co ers will ensure that all relevant contractors, consultants
2 isors are made aware of the College’s Copyright Policy as part
curement and appointment process before any work is

d in partnership with these third parties. Please also refer to

3.1.61) College managers will ensure that the College Copyright Policy and all
associated guidance notes are kept current and notified to staff,
students and contractors by appropriate communications such as
postings on the College intranet and by appropriate messaging
systems.

3.1.7 The Head of Learning and Quality will have responsibility for the
maintenance of the College Copyright Policy.

3.1.8 College managers will ensure that all necessary support will be given
to enable staff to comply with the copyright rules and regulations that
affect their areas of responsibility.
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3.2

3.3

Members of staff and contractors

3.2.1 Individual members of staff and contractors will take responsibility, in
association with College managers, to keep current their own copyright
and licensing knowledge, as these affect their work.

3.2.2 Individual members of staff and contractors will take responsibility for
complying with relevant copyright legislation and licences.

3.2.3 ltisthe responsibility of all staff and contractors to ensure that any third-
party material they wish to copy, scan, upload or distribute either
internally or externally, has been cleared by licence, permission fr
the rights holder, or is subject to an exception as indicated by the 1
Act.

3.2.4 Staff and contractors will take responsibility for their own £0
actions. They are not permitted to delegate this r ns

will take responsibility for
ject to copyright.

t
colleague without either the colleague’s en’ co T
understanding.

Students

3.3.1 Students, in association with their lecture
their use in their work of materials that age

pce attached to this
d licence regulations

3.3.2 Students will work within the scope of
policy and will also work within th iS
that affect the College.

4 Ownership of Copyright

4.1

4.2

Staff

greement to the contrary, and which is
mencement of the creation of an original

4.1.1 Unless there is @

preferably agr p G

work, al t in materials created by a member of staff in the

course ofgheir w will belong to the College.
4.1.2 Unle e ritten agreement to the contrary, members of staff
ot ign or licence the copyright of any work they, or their
es e created in the course of their employment at The
a third party without the express consent of the College’s
5sion must  be requested by sending a request to

.coordinator@forthvalley.ac.uk.

Students

Unless there is a written agreement to the contrary, the copyright of all
original works created by students in the course of their studies, while
attending the College, will belong to the student.

4.2.2 |If the College wishes to use original works created by students during
the course of their studies — photographs, designs, film, broadcasts,
choreographed pieces, sound recordings etc for the purposes of
promotion, exemplar, advertising etc, then the College must seek the
student’s permission and enter into an agreement with the student for
the use of the works.

4.2.3 Ifthe College employs a student on a work contract, then the terms and
conditions of an employment contract with the College will apply to the
learner in regard to the College copyright policy.
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4.3 Contractors

4.3.1 The College will ensure that all agreements entered into with
contractors who are not employees or students of the College, contain
relevant and appropriate terms and conditions relating to the ownership
and exploitation of any copyright created by original works that are
produced in the course of the contract.

4.4  Joint Authorship

4.4.1 The College will ensure that all agreements entered into with other th
parties such as educational establishments, private compani
authorities and voluntary organisations, for the creation of co

and exploitation of any copyright created by origin
produced in the course of the agreement.

5 Compliance

5.1  Any activities or materials that do not comply
subject to immediate removal, terminatio

5.2 Staff or students who purposely
to disciplinary action relevant
disciplinary action may include

h this policy may be subject
tapces of the infringement. Such
Ismissal.

5.3 Contractors who are found
may be subject to immedi
into the non-complianc

)

ly failed to comply with this policy
n of the contract pending an enquiry
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Appendix 1 — List of Copyright Licences
Copyright Licensing Agency (CLA)

Educational Recording Agency (ERA)

NLA Media Access

PRS for Music

Phonographic Performance Licence (PPL)

\
)
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B ASSIGNMENT PLAN

The matters raised in this report came to our attention during the course of our it\ak at hecessarily a comprehensive statement of all weaknesses that exist or all improvements that
might be made.

This report has been prepared solely for Forth Valley College’s individua and Id not be quoted in whole or in part without prior written consent. No responsibility to any third party is
accepted as the report has not been prepared, and is not intended, for any par

ts with management and work performed by internal audit should not be relied upon to identify all system
tify all circumstances of fraud or irregularity should there be any although our audit procedures are designed so
very sound system of control may not be proof against collusive fraud. Internal audit procedures are designed to focus

We emphasise that the responsibility for a sound system of int
weaknesses that may exist. Neither should internal audit be relie
that any material irregularity has a reasonable probabili
on areas that are considered to be of greatest risk and
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1 EXECUTIVE SUMMARY N eatecic Plannine

Overview

Purpose of review

We undertook a review of the strategic planning arrangements in place with consideration of @@mplianc@with regulatory guidance. We also
looked to ensure that the Board of Management were fully involved in the developmegnt of the ic’Plan. We also reviewed the methods
in place to monitor the progress of the Strategic Plan and the reporting arrangements lace to ensure that the Board of Management
received regular updates.

This review formed part of our 2023/24 Internal Audit Annual Plan.
Scope of review

Our objectives for this review were to ensure:

» The College has robust planning processes in place to devel tegit Plan.
» The College regularly reviews and monitors the Strate
» The Board of Management were fully involved i &pment of the Strategic Plan and receive regular updates on the progress of the
Plan.
Our approach to this assignment took the form iscusston with relevant staff, review of documentation and where appropriate sample

testing.
Limitation of scope

There was no limitation in scope.
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1 EXECUTIVE SUMMARY N eatecic Plannine

Background

Organisations set out their aim and long-term direction through the publication of a Strategic . Withi gic Plan will be strategic
objectives which state what their intentions are for the duration of the plan.

Strategic Plan 2022-2025
The College’s Strategic Plan covers the period 2022-2025 and contains the following f trategic objectives:

Leading on the economic recovery.
Delivering a successful student journey.
Driving a sustainable future.

Creating a thriving College community.

YV VY

Under each of the objectives, the College has listed ways it will ac he overall objectives. The Strategic Plan states the College’s

four values which influence the creation of the chosen objective

Respectful — fully inclusive.
Innovative — aspirational, empowering and en
Trusted — genuine and transparent.

Excellent — strive to be the best in everything

YV VYV

Operational Plans

ives, the College has created operational plans which measure the success of each of the
al plans following the following format:

To support the delivery of the four strates
objectives underpinning actions. The oper
» Strategic objective.
» Operational objectiv
» Timeline

é Wylie
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1 EXECUTIVE SUMMARY N eatecic Plannine

» Performance indicator.
> SMT lead.
» Quarterly updates.

Our review found that the College did not refresh the annual plan for 2023/24 and instead rolled forwardithe 2022/23 plan. This was due to
the College identifying that some of their operational objectives were difficult to measure and thaiyi better to roll forward the most
recent objectives before eventually reviewing and updating the objectives.

Planning process
The current Strategic Plan was subject to consultation with various stakehold Inions and ideas prior to its release. The planning
process for the current plan was:

Board of Management strategic sessions.
Board of Management sessions with the College’s Managens
Feedback gathered from internal and external stakehold
The initial draft was created by the Principal and Chi
We interviewed staff and found the College did nofiétain a

YVVVYVY

Involvement of the Board of Management

The Board of Management were involved in th
confirm their involvement as the planning g

the development of the plan at their Boa %

November 2021 prior to attending a

yagément meetings as well as being provided with a presentation on the new plan in
e presentation covered the following areas:

lle
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1 EXECUTIVE SUMMARY e

Strategic Planning

The previous Strategic Plan (2017-2022).

Commentary at a high level stating what is wanted from a new strategy.
Sustainable development goals.

The College’s purpose and values.

The four Strategic Objectives.

The underpinning actions to each strategic objective.

VVVVYVYVY

&
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1 EXECUTIVE SUMMARY N eatecic Plannine

Work Undertaken

Our work undertaken for this review included the following:
Objective 1: The College has robust planning processes in place to develop the Strategic Pl

» We reviewed the College's Strategic Plan to confirm there is an up-to-date plan in place i essible to all its stakeholders via its
website.

» We reviewed the strategic objectives within the Strategic Plan and confirmed
SMART format. Please refer to Section 3 — Detailed Recommendations for i

» We discussed with staff and confirmed that the planning process for t

Section 3 — Detailed Recommendations for information.
la

@ d that the Operational Plan had not been subject to an annual
(.

derpinning actions were not created using the

ategy was not fully documented. Please refer to

Objective 2: The College regularly reviews and monitors the Strate

» We reviewed the Strategic Plan and the Operational Pla
refresh, and it was identified that it contained a num
Recommendations for information.

» We discussed with staff and confirmed that th lle oes not know its current progress against its strategic objectives. Please refer
to Section 3 — Detailed Recommendations for in at

jves that were unmeasurable. Please refer to Section 3 — Detailed

Objective 3: The Board of Management were inv d in the development of the Strategic Plan and receive regular updates on the
progress of the Plan.

planning process and discussed with staff, to confirm that the Board of Management were
begy. As the planning process was not fully documented we could not confirm their full

» We reviewed documentation rela
involved in the developme

involvement.
» We reviewed a samp om four Board of Management meetings: 8th December 2022, 23rd February 2023, 28th April 2023
and 22nd Juneg 20 nd cofifirmed that the Board of Management are not provided with consistent updates. Please refer to Section 3

- ai ecommendations for information.
r ®
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Forth Valley College

1 EXECUTIVE SUMMARY Strategic Planning

Conclusion

Overall conclusion

Overall Conclusion: Weak

ic planning arrangements in place. We have

Following our review, we can provide a weak level of assurance surrounding the strate

The current progress of the Strategic Plan is not formally documented and a i ult to assess progress against the plan. The
planning of the Strategic Plan was not fully documented and thereforg,i
development.

Summary of recommendations

Grading of recommendations

Strategic Planning

The following is a summary of the recom s we have graded as high
> Progress against the Strat

é Wylie
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1 EXECUTIVE SUMMARY e

Strategic Planning

Areas of good practice

%,
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2 BENCHMARKING

Forth Valley College
Strategic Planning

We include for your reference comparative benchmarking data of the number and ranking of recommen

2 for audits of a similar
nature in the most recently finished internal audit year.

Strategic Planning

Benchmarking

Average number of recommendations in similar
colleges

Number of recommendations at Forth Valley
College

From the table above it can be seen that the College
benchmarked against.

é Wylie
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Forth Valley College
Strategic Planning

3 DETAILED RECOMMENDATIONS

Progress against the Strategic Plan

Finding and Risk Grade

1. An organisation should report on its progress High end the College uses SMART objectives
against the strategic objectives set out within its to enable monitoring, and that the progress against
Strategic Plan. This should be done by assessing the se objectives is regularly reported to the Board of
progress of the objectives underpinning the agement. This will require that each measure is:
Strategic Plan.

S — Specific
Our review found that the College is unable to M- Measurable
assess whether it is meeting its strategic objectives, A — Achievable
and Strategic Plan, as several of the College’s R — Realistic
objectives are not measurable to enable consiste T—Timely.

reporting on progress.

There is a risk that without assessing its res
the College may be severely underp i
against its objectives without un
position, which could lead to i
long-term objectives.

ot jvering on its

é Wylie
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Forth Valley College
Strategic Planning

3 DETAILED RECOMMENDATIONS

Management response Responsibility,

The College acknowledges that the current Strategic and Operational plans not having Resgonsible O,
measurable objectives is a weakness. While there is significant reporting at Board and

Committee levels on progress against key metrics, we acknowledge that this information

is not easily attributable to the Strategic Plan objectives.

The Principal and Senior Management Team are currently planning a new Strategic plementation Date: August 2024
and corresponding Operational objectives, involving significant internal and externa

shareholder consultation, and commit to developing plan objectives that are,
possible, quantitative. A Strategic Plan dashboard showing progress ofgBoard @
metrics will be presented as a standing item at all Board meetings
24/25.

)
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Forth Valley College
Strategic Planning

3 DETAILED RECOMMENDATIONS

Strategic Planning process.

Finding and Risk Grade

2. There should be an agreed planning process for the Medium We recommend that the College documents the
creation of a new Strategic Plan to ensure that it rategic planning process including: key steps,
has been developed through consultations with the eholder engagement and other key areas.
organisations Board, Senior Management, its staff cumentation gathered in the planning process
members, and other key stakeholders. should be retained.

The Strategic Plan 2022-2025 followed a planning
process that involved consulting with the Board of
Management and other key stakeholders. Our

review found the planning process was not
documented and that no exercise took plac
identify all key stakeholders and the re d
consultation with said stakeholders.

There is a risk that without retaini ocu tation

relating to the planning pro learned
cannot be documented, res uture Strategic
Plans potentially not le to the

College.
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Forth Valley College
Strategic Planning

3 DETAILED RECOMMENDATIONS

Management response Responsibility,

The College will ensure the planning process, stakeholder consultation and Board of Resgonsible O,
Management involvement is codified in a comprehensive procedure and that

appropriate records are maintained.

plementation Date: April 2024

é Wylie
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4 AUDIT ARRANGEMENTS iratesic Planning

15 January 2024

The table below details the actual dates for our fieldwork and the reporting on the audit area under revi ales set out below will

enable us to present our final report at the next Audit Committee meeting.

Audit stage

Fieldwork start

Closing meeting 19 January 2024

Draft report issued 2 February 2024

Receipt of management responses 13 February 2024

Final report issued 14 February 2024

Audit Committee 16 May 2024

Number of audit days 4

é Wylie
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Forth Valley College
Strategic Planning

5 KEY PERSONNEL

Wylie & Bisset LLP

Partner Graham Gillespie Partner

Director Stephen Pringle Director of Internal Au stephen.pringle@wyliebisset.com

Senior Colin McNeill Internal Audit Senior colin.mcneill@wyliebisset.com
A

Forth Valley College

Key Contact Stephen Jarvie G % GoVernance and Stephen.Jarvie@forthvalley.ac.uk

Wylie & Bisset appreciates the time provided by all thelindi als involved in this review and would like to thank them for their assistance
and co-operation.
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Strong

A GRADING STRUCTURE

Assurance

Classification

Forth Valley College
Strategic Planning

Substantial | Controls largely satisfactory although some weaknesses identified, rec@mmendationsfor improvement made.

Weak

Controls unsatisfactory and major systems weaknesses identified tha

No

No or very limited controls in place leaving the system open to signifit
require to be implemented immediately.

or abuse, recommendations made

&
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Forth Valley College

A GRADING STRUCTURE Strategic Planning

For each recommendation, we assign a grading either as High, Medium, or Low priority depending on thefdeg K assessed as outlined

Grading Classification

High Major weakness that we consider needs to be brought to theya
Senior Management of the College as a matter of urgency.

Medium Significant issue or weakness which should be addressed b

Low Minor issue or weakness reported where manageme

&
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B ASSIGNMENT PLAN | " SirategloPlanaing

Purpose of review
We will undertake a review of the strategic planning arrangements in place with consideratiofi/of compli
also look to ensure that the Board of Management were fully involved in the development of
methods in place to monitor the progress of the Strategic Plan and the reporting arrangements
Management received regular updates.

ce with regulatory guidance. We will
Plan. We will also review the
ensure that the Board of

This review forms part of our 2023/24 Internal Audit Annual Plan.

Scope of review

Our objectives for this review are to ensure:

» The College has robust planning processes in place to devel egic Plan.

» The College regularly reviews and monitors the Strategie P

» The Board of Management were fully involved i de pment of the Strategic Plan and receive regular updates on the progress of the
Plan.

Our approach to this assignment took the form ofigliscussion with relevant staff, review of documentation and where appropriate sample
testing. 0

Limitation of scope

There is no limitation in scope.

;Wylieoo
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B ASSIGNMENT PLAN | " SirategloPlanaing

Audit approach

Our approach to the review will be:

» A detailed review of the Strategic Plan.
» Discussions with key personnel to identify the processes involved in developing®he Strategic Plan.
» Areview of the processes involved in developing the Strategic Plan.
» A review of the monitoring arrangements in place for the Strategic Plan.
» An assessment of the objectives to ensure that these are appropriate a ed within the College.
» A review of how the College monitors progress against the Strategic P
» Ensuring that the Plan is linked to the Budget of the College.
» An assessment of how the College measures achievement of it§)Str ies:
» An overall review of procedures and sample testing where appropeiate:
» An assessment of how the College measures quality.
Potential key risks

The potential key risks associated with the area unde

» Planning processes are not robust.

» There is no monitoring of the Strategi e College.
» The Board of Management w olved in the development of the Strategic Plan and do not receive regular updates on the

progress of the Plan.

é Wylie
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B ASSIGNMENT PLAN

The matters raised in this report came to our attention during the course of our it\ak at hecessarily a comprehensive statement of all weaknesses that exist or all improvements that
might be made.

This report has been prepared solely for Forth Valley College’s individua and Id not be quoted in whole or in part without prior written consent. No responsibility to any third party is
accepted as the report has not been prepared, and is not intended, for any par

We emphasise that the responsibility for a sound system of int
weaknesses that may exist. Neither should internal audit be relie
that any material irregularity has a reasonable probabili
on areas that are considered to be of greatest risk and

ts with management and work performed by internal audit should not be relied upon to identify all system
tify all circumstances of fraud or irregularity should there be any although our audit procedures are designed so
very sound system of control may not be proof against collusive fraud. Internal audit procedures are designed to focus
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1 EXECUTIVE SUMMARY ~ U

Overview

Purpose of review

This review considered the financial controls in place at the College to ensure these are adequate, performing as expected and are being
adhered to by staff. We will perform a high-level controls review across all key financial control his review included a review of
processes relating to purchasing, income, cash and banking, payroll and fixed assets.

This review formed part of our 2023/24 Internal Audit Annual Plan.

Scope of review

Our objectives for this review were to ensure:

» Efficient and effective procedures and controls are in plac inamce processes.

» Adequate segregation of duties are in place. &

» There is adequate management oversight of fi &
Our approach to this assignment took the form iscussion with relevant staff, review of documentation and where appropriate sample
testing.

Limitation of scope

There was no limitation of scope.

é Wylie
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1 EXECUTIVE SUMMARY ~ U

Background
Financial Regulations

The College has a robust set of Financial Regulations in place which outline the financial arrangements injplace at the College and provide
guidance to staff. The Financial Regulations were last fully reviewed and updated September 2 withéminor updates made in March and
November of 2023.

Finance and Compliance Team
The Team of consists of the following members:

Vice Principal Finance and Corporate Affairs
Director of Finance

Finance Manager

Supply Chain Manager

Systems and Management Accountant

Pricing Manager

Payroll and Pension Coordinator

Senior Finance Assistant

Finance Assistant

Senior Student Funding Officer

Pricing and Budget Officer O

VVVVVVYVYVVYYVYVY
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1 EXECUTIVE SUMMARY Forth Valley College

L. ‘rall Financial Controls

College Finance Systems

The College uses the financial software InforSun with InforQ&A reportingsoftware provided b
a purchase to payment system and d’EPM, budgeting software. Additionally, the team also u
InforQ&A systems for commercial and reporting purposes.

third-pa
the Arlo

ing into InforSun is FIDO P2P,
mmercial booking system and

Bank Reconciliations

The College’s Finance Team undertake monthly bank reconciliations. The process is @ y the College Finance Manager. Daily

; 3 econciled items. The Finance Assistant prepares
g our review we sampled reconciliations from the
’n 3: Detailed Recommendations.

the month end reports, it is then reviewed and checked by the Financ
months August — October. We have a raised a low recommendatio

@ get holders. Before an order may be completed, the College asks that
i orded in the finance system to guarantee that all required invoices have

Purchases

Purchases made inside their department are the responsibili
a purchase order be raised. After that, every step of the
been received before any payments are issued.

Fixed Assets

The Vice Principal of Finance and Corpor i
and machinery. Heads of Department ar

sponsible for maintaining Forth Valley College’s register of land, buildings, fixed plant
ible for maintaining a record of assets within their area.

There is a delegated authority of approva urchase of an asset must have first gone through the purchase order process with the invoice
being received prior to an ite ised. Approval by the correct individual must be given before the purchase can be purchased.
Each Asset is given a uniq mber and is recorded within the IT Department within the College.

11e
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1 EXECUTIVE SUMMARY ~ U

Income

The College receives income from the Scottish Government via the Scottish Funding Council. e Finance Manager will

calculate the drawdown and prepare a detailed cash flow for the month and provide that to nding Council.

Credit Card

The College's Vice Principal of Finance and Corporate Affairs has the authority to assighleredit cards. The cards' holders are required to use
them solely for the purposes for which they were provided and to stay within their ending limit.

If the finance team feels it is necessary, they have the authority to temporaril son's spend limit. Our sample testing brought this
to light. In order to show the finance staff how each transaction was en crédit card holders must fill out a transaction log and give
them the receipts for their purchases. If a cardholder is not the budget e e st ask permission before making a purchase.

Within the College there are 10 credit card holders. The College h 0 it and the total limit utilised is £27,950.

Payroll

We analysed 3 months’ worth of Payroll to ensure that i app ely approved and to ensure that the bank statements matched the

approved BACS.

Petty Cash

There is a delegated level of approval dependin the price of the purchase. Head of departments are responsible for approving their own
department if the purchase is below £10Q o provide the Finance Team with a signed petty cash request or email approval if the
form is not signed. Afterwards receipts assed to Finance to support the request.

11e
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1 EXECUTIVE SUMMARY ~ U

Management Reports
The Finance Team does provide the Leadership Management Team (LMT) with Finance reports c
the same structure and contains a detailed income and expenditure report, balance sheet, an i sions of variances and risk.

The new monthly Finance Update format contains a summary I&E, reconciliation to most re
maintenance costs, bank balance and reserves note, capital budget, student funding update, a

details on staff costs and property
ent update.

)
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1 EXECUTIVE SUMMARY Forth Valley College

L. ‘rall Financial Controls

Work Undertaken

Objective 1: Efficient and effective procedures and controls are in place for key finance proc

» We reviewed the College’s Financial Regulations and Financial Procedures.

» We discussed with the College the systems used by the College for processing key finan jvities and reviewed the use in practice
through our samples testing.

» We completed walkthrough testing of the following areas to confirm that acti ere being processed in line with the College’s
procedures:

Bank reconciliations;
Purchases;

Fixed Assets;
Payroll;

Petty Cash;

Other Income; and

Credit Cards. K
We completed transaction testing surrounding th Wi as:

t 2023 to October 2023 reconciliations to ensure that balances matched bank statements
iled items were appropriately accounted for and that reconciliations were approved in

YVVVVYVYVVY

and the College’s finance system,
line with the College’s proced
» Purchases: We reviewed a gample O"purchases from the period August 2023 - December 2023 to ensure that transactions were
properly approved prior to@eing raised, are recorded correctly within the finance system and BACS was appropriately authorised.
» Fixed Assets: We re a e of 10 fixed asset additions for the financial year 2023/24 to ensure that assets were appropriately
approved pri@ito hase@md that the purchase and payment of the Asset was processed in line with college procedures.

Wylie
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Forth Valley College
L. ‘rall Financial Controls

1 EXECUTIVE SUMMARY

Petty Cash: We reviewed a sample of 5 Petty cash transactions from January 2023 -De
approval was given and could be traced back to the corresponding receipts.

Objective 2: Adequate segregation of duties are in place.
» We discussed the Finance Team roles and responsibilities with the College’s

» We reviewed the Finance & Compliance Team Structure to confirm t
relevant job roles.

anager.
ithin the College is managed by staff with

» We reviewed a sample of the Finance & Compliance Team’s ri o ensure duties and responsibilities are clearly defined.
» We reviewed user access to the College’s Finance System.
» We confirmed segregation of duties in practice during o roligh and transaction testing.

Objective 3: There is adequate management oversi nce esses.

» We reviewed the January, September, an 3 management accounts from the College. All 3 reports were structured the

em
same as well as containing the followin nte summary income and expenditure report, detailed income and expenditure report,
balance sheet, and cash balance.

;Wylieoo
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1 EXECUTIVE SUMMARY Forth Valley College

L. 'rall Financial Controls

Conclusion

Overall conclusion

Overall Conclusion: Strong

Following our review, we can provide the College with a strong level of assurance su nding the controls in place to manage the College's
key financial functions. We have raised several good practice points and 1 low grad ﬁ endation for improvement.

/

Summary of recommendations

Grading of recommendations

Hi ‘ Medium Low Total
Overall Financial Controls 0 1 1
As can be seen from the above table there wer@fio rec endations made which we have given a grading of high.

O
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1 EXECUTIVE SUMMARY Forth Valley College

L. ‘rall Financial Controls

Areas of good practice

The Finance Team does provide the LMT with Finance reports monthly and all t are of the same structure and contain

the same information.

can confirm that duties and responsibilities are clearly outlined. We ¢ firm that the Financial Regulations cover the

2. The College have a Finance & Compliance Team Structure in place. Wgfeompleted a review of a sample of job descriptions and
roles and responsibilities for the financial affairs of the College %

3. The College has a robust set of Financial Regulation i idance on the overarching principles of the financial

4. During our screenshare testing we were able to he College's Finance Systems allows them to effectively process
financial data.

5 We completed walkthrough testing of the C ncial functions and we were able to confirm that processes were effective
and being followed in practice regardin nciliations, purchases, fixed assets, income, payroll and credit cards.

6 We completed a sample test of 20 p

7 We sampled the payroll for Augus er can confirm that were appropriately approved and matched the bank statements.

é Wylie
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2 BENCHMARKING

Forth Valley College
L. ‘rall Financial Controls

We include for your reference comparative benchmarking data of the number and ranking of recommen

2 for audits of a similar
nature in the most recently finished internal audit year.

Overall Financial Controls

Benchmarking

Average number of recommendations in similar
audits

Number of recommendations at Forth Valley
College

From the table above it can be seen that the College
benchmarked against.
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Forth Valley College
u. ‘rall Financial Controls

3 DETAILED RECOMMENDATIONS

Bank Reconciliation

Finding and Risk Grade
1. Organisations should conduct bank reconciliations  Low end that evidence of who approved the
should be conducted on a regular basis. Evidence of bank reconciliations is documented and stored.
the members of staff who prepared and approved
should be documented.

Our review found that whilst the evidence of the
preparer is retained, evidence showing the member
of staff who approved the reconciliation is not
documented.

There is a risk that without documenting the
members of staff who prepared and a e
reconciliations there is no clear audit tr
evidence that this has been undert

O
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ntation date

Management response

Prior to the pandemic lockdown we printed, signed and filed paper copies of all of the Re
monthly balance sheet reconciliations. As we moved to a paperless office we accept that Di
it is not formally documented that the bank reconciliations have been reviewed and
approved by the Finance Manager. The Finance Manager will now reply to the Fina
Assistant via email confirming approval and this email will be retained with the

reconciliation documents.

plementation Date:
immediate effect

é Wylie
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4 AUDIT ARRANGEMENTS N

The table below details the actual dates for our fieldwork and the reporting on the audit area under reviefx SCales set out below will

enable us to present our final report at the next Audit Committee meeting.

Audit stage

Fieldwork start

anuary 2024
Closing meeting 19 January 2024
Draft report issued 1 February 2024
Receipt of management responses 28 February 2024

Final report issued 29 February 2024

Audit Committee 19 March 2024

Number of audit days

é Wylie
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Wylie & Bisset LLP

Partner

5 KEY PERSONNEL

Graham Gillespie

Partner

Director of Internal Au

stephen.pringle@wyliebisset.com

colin.mcneill@wyliebisset.com

Director Stephen Pringle
Senior Auditor Colin McNeill Internal Audit Senior
Auditor Susan Shaw

susan.shaw@wyliebisset.com

Forth Valley College

Key Contact

Moira France

Moira.france@forthvalley.ac.uk

Key Contact

Senga McKerr

Director of Finance

Senga.mckerr@forthvalley.ac.uk

and co-operation.

Wylie & Bisset appreciates the time provided b

the individuals involved in this review and would like to thank them for their assistance
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L. ‘rall Financial Controls
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Strong

A GRADING STRUCTURE

Assurance

Classification

Forth Valley College

L. rall Financial Controls

Substantial | Controls largely satisfactory although some weaknesses identified, rec@mmendationsfor improvement made.

Weak

Controls unsatisfactory and major systems weaknesses identified tha

No

No or very limited controls in place leaving the system open to signifit
require to be implemented immediately.

or abuse, recommendations made

&
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Grading

High

A GRADING STRUCTURE

For each recommendation, we assign a grading either as High, Medium or Low priority depending on the

Classification

Senior Management of the College as a matter of urgency.

Major weakness that we consider needs to be brought to theya

Forth Valley College
L. rall Financial Controls

Kk assessed as outlined

Medium

Significant issue or weakness which should be addressed b

Low

Minor issue or weakness reported where manageme

é Wylie
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B ASSIGNMENT PLAN \

Purpose of review
This review will consider the financial controls in place at the College to ensure these are adeq
adhered to by staff. We will perform a high-level controls review across all key financial contr,
relating to purchasing, income, cash and banking, payroll and fixed assets.

expetted and are being
include a review of processes

This review forms part of our 2023/24 Internal Audit Annual Plan.

Scope of review

Our objectives for this review are to ensure:

» Efficient and effective procedures and controls are in place fogke rogesses.

» Adequate segregation of duties are in place.

» There is adequate management oversight of finance p ‘
Our approach to this assighment took the form of dis ith relevant staff, review of documentation and where appropriate sample
testing
Limitation of scope

There is no limitation of scope. O

Audit approach

Our approach to the review will b

>Review th@@n place within the College to confirm that these are complete, appropriately reviewed, and comply with

é Wylie
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B ASSIGNMENT PLAN

regulatory requirements.

>  Review the financial procedures to ensure that they are appropriate and in line with goo
>  Conduct walk-through testing of key financial areas, these being: cash and bank; purc
reporting.

>  Sample testing key controls in place for the financial areas above to verify the effectiv control.

>  Review the level of integration of key systems to assess for level of efficiency,

> Review the segregation of duties in place and confirm that these cover all fina processes

> Review the level of financial reporting in place and consider whether the rep rangements are robust

> Review the month end process to confirm that there is a clear process in pla being adhered to.

>  Sample test month end reconciliations to ensure completeness and t ppropriately reviewed.
Potential key risks

The potential key risks associated with the area under review are:

» Ineffective or inefficient procedures and controls may be i )r K€y finance processes.

» Inadequate segregation of duties may comprondise,t ontro

» Inadequate management oversight of financi ocC compromises control effectiveness.

11e
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Forth Valley College
L. ‘rall Financial Controls

; income; fixed assets; financial
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B ASSIGNMENT PLAN

The matters raised in this report came to our attention during the course of our it\ak at hecessarily a comprehensive statement of all weaknesses that exist or all improvements that
might be made.

This report has been prepared solely for Forth Valley College’s individua and Id not be quoted in whole or in part without prior written consent. No responsibility to any third party is
accepted as the report has not been prepared, and is not intended, for any par

We emphasise that the responsibility for a sound system of int
weaknesses that may exist. Neither should internal audit be relie
that any material irregularity has a reasonable probabili
on areas that are considered to be of greatest risk and

ts with management and work performed by internal audit should not be relied upon to identify all system
tify all circumstances of fraud or irregularity should there be any although our audit procedures are designed so
very sound system of control may not be proof against collusive fraud. Internal audit procedures are designed to focus
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1 EXECUTIVE SUMMARY —

Overview

Purpose of review

We reviewed the College’s operational management of its existing estate and facilities functiofis. The audit incorporated reviewing
preventative maintenance controls (including risk assessments, inspections, and survgys), orga i d monitoring of contractors, and the
effectiveness and efficiency of the planned maintenance programme.

This review formed part of our 2023/24 Internal Audit Annual Plan.

Scope of review

Our objectives for this review were to ensure:

» The College has appropriate arrangements in place to ens its Estates are managed effectively, including the effective monitoring of
contractors, servicing arrangements and record keepi

» The College has an annual service and inspectio e in place so that it is meeting its statutory obligations in relation to Estates
Management.
» There are robust procedures in place for intenance and repairs within the College, including risk assessments, inspections, and
surveys.
» There are sufficient controls i ge the Estates Budget, and contractor charges therein reflect completion of agreed works.
Our approach to this assignment t rm of discussion with relevant staff, review of documentation and where appropriate sample
testing.

11e
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1 EXECUTIVE SUMMARY Forth Valley College

te S Man. ‘ement - Maintenance

Limitation of scope

There was no limitation in scope. QO
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1 EXECUTIVE SUMMARY —

Sla

Background

Estates Development Department

The College has an Estates and Development Department which is overseen by the Head of EStates, Facilities Management and Health and
Safety.

ities Managers. The Facilities Manager: Soft Services
)ility areas of the College estates, whilst the
" emphasis on the current Total Facilities

The Head of Estates, Facilities Management and Health and Safety line manages two Eai
and Sustainability manages the cleaning, front of house, ground, waste, travel, and s
Facilities Manager: Hard Services is responsible for the facilities management functio
Management Contract.

The Estates Development Department is under the remit of the Vic&Pri alsIRfrastructure and Communication.
Total Facilities Management Contractor

The College employs the services of a Total Facilities Manageme Contractor who provides and manages a total package of Facilities

Management Services at the College properties.

Atalian Servest, a major player in Facility Managemen a ed a 5-year contract in 2017 and was extended a contract for another 2
years, ending on 30 June 2024.

The contract covers the following:
e FM Management and Helpdesk Se
e Hard FM Services comprising of:
e Soft FM Services comprisingof:
e Grounds Maintenance Ser (including internal planting);
e Waste Management ;3
e Pest Control Servi

. Wylie
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1 EXECUTIVE SUMMARY —~

Sla

Planned Preventive Maintenance (PPM)

There is a 52-week plan for the schedule of PPM tasks in the College. The planner is prepared & contractor and is approved
by the Head of Estates, Facilities Management and Health and Safety before the year begins. , as well as statutory obligation
completion and documentation, are monitored and accessed via an online CAFM system pro FM contractor which the Estates
Development Team has access to.

pletion of every task in the planner. The weekly
ongoing works and encouraging free dialogue

There is also constant liaising within the year between the TFM providers to facilitatg
team call between the two parties has become a constructive forum providing live
on wider issues across the Estate.

Reactive Maintenance

thelntranet. This allows all staff to log and request maintenance
ending an Estates and Facilities Request Form. In the first
ompletion, where possible, and if not resolved, they are escalated to

The College Reactive job requests are received through the Fix It se
issues, cleaning requests, room set-ups, mail delivery requests,
instance, these requests go to Estates Facilities Assistants fo
the TFM Contractor.

On a monthly basis, through the TFM Contractor repoft,&he n er of reactive repairs completed for the period and whether or not the jobs
have passed the evaluation of the Estates Develo Te re discussed. The TFM Contractor is allowed 4 failures each month before any
deduction is made. If exceeded, failures in ter se and rectification times in accordance with agreed timescales will be deducted
from the monthly fees paid to the contract nced by the invoices reviewed. Refer to Section 3: Detailed Recommendations for
further information.

Monitoring

There is a monthly meeting h een the Head of Estates, Facilities Management and Health and Safety together with the Facilities
Manager and the TFM Contfact hese sessions, the TFM Contractor reports on energy management, status of jobs/issues raised,
accidents, preventi d intenance, SLAs and KPIS, and the monthly charges to be paid to the TFM contractor.

Wylie
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Forth Valley College

1 EXECUTIVE SUMMARY sta S Man. ‘ement - Maintenance

o~

tional b 0 department whilst the capital

Additionally, the TFM contractor produces an annual report that compiles all of the monthly data report bers and includes

information on the year's total spend, issues faced, accomplishments, and focus areas for the following

Budget

The Head of Estates, Facilities Management and Health and Safety manages the oper
budget is maintained by the Finance Team.

The operational budget is monitored through regular meetings with the Finance Tea d¥hrough real time generation of the cost centre
report in the finance system which the Head of Estates, Facilities Management and Health and Safety has access to. The capital budget is
monitored through the Leadership Management Team (LMT). Any changes or the projects identified in the capital budget is
approved by the LMT and is communicated to the Board of Managemé#i, via uafterly forecast.

Reporting

Estates updates are included in the standing agenda of the Finanlee, R@sourees and Infrastructure Committee quarterly meetings and are
presented by the Head of Estates, Facilities Management andaHee fety.

The Head of Estates, Facilities Management and Hea fety 1s"also a member of the LMT, which presents reports to the forum when
required. Refer to Section 3: Detailed Recommendati r farther information.

;Wylieoo
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EXECUTIVE SUMMARY —

Sla

Work Undertaken

Our wo

Objecti
monito

>
>

>
>

Objecti
Estates

>

A\

~

rk undertaken for this review included the following:

ve 1: The College has appropriate arrangements in place to ensure that its Estates a anagedffectively, including the effective
ring of contractors, servicing arrangements and record keeping.

e and the job role profiles of the staff.
afety to determine the service and monitoring

We obtained and reviewed the College Estates Development Department Struct
We held discussions with the Head of Estates, Facilities Management and He
arrangements of Total Facilities Management employed by the College.

We obtained and reviewed the monthly and annual reports provided ontractor to the College Estates Team.

We obtained and reviewed the reports provided to the Finance,‘Reso s and Infrastructure Committee and Leadership Management
Team.

ve 2: The College has an annual service and inspection s laCe so that it is meeting its statutory obligations in relation to
Management.

We held discussions with the Head of EstatespFacilities M ent and Health and Safety to identify the arrangements in place to
ensure that statutory obligations are met.
We obtained and reviewed the College’s 5 ek e of Planned Preventive Maintenance.

f C

We obtained and reviewed the screengglis o AFM system to ensure each PPM task is monitored.
We reviewed the monthly reports proyi y the"TFM Contractor to the College Estates Team in terms of compliance with statutory

obligations.
We enquired if there are repo @ o the Finance, Resources and Infrastructure Committee and LMT provide assurance that the
statutory obligations are mgt by the ‘€éllege.

W lieoo
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1 EXECUTIVE SUMMARY , Forth Valley College

.sta S Man. 'ement - Maintenance

Objective 3: There are robust procedures in place for ongoing maintenance and repairs within the Coll ONgR Tisk assessments,
inspections and surveys.

» We reviewed the risk assessment procedure of the College to ensure its robustness.
» We reviewed the process of receiving reactive repair requests as well as the escalatio he TFM Contractor.

Objective 4: There are sufficient controls in place to manage the Estates Budget, a ontractor es therein reflect completion of
agreed works.

» We reviewed the capital and operational budget of the College.

» We held discussions with the Director of Finance and Head of Estates i gement and Health and Safety to identify the
controls in place to monitor the budget and the approval mec tractor charges.

» We reviewed the purchase orders, invoices, and payment a in er 2023 to February 2024 to ensure that transactions
were supported by appropriate documentation, approved with egated financial authority and are accurately charged based on

completed agreed works.

é Wylie
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1 EXECUTIVE SUMMARY Forth Valley College

".sta_ S Man. ‘ement - Maintenance

Conclusion

Overall conclusion

Overall Conclusion: Strong

Following our review, we can provide a strong level of assurance for the College's opétational management of its existing estate and
facilities. We have raised several good practice points and 2 low grade recommend “~ improvement. Please see Section 3: Detailed

Recommendations.

Summary of recommendations

Grading of recommendations

Hi ‘ Medium Low Total
Estates Management - Maintenance 0 2 2
As can be seen from the above table there wer@fio rec endations made which we have given a grading of high.

O
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1 EXECUTIVE SUMMARY , Forth Valley College

.sta S Man. "ement - Maintenance

Areas of good practice

forecast. A detailed analysis of each campus performance as well as n€
report. The budget is currently managed by the Head of Estates, FacilitiesManagement and Health and Safety with regular
meetings held with the Finance Team to consider any areas of conce i

2. Payments to the TFM contractor are supported by invoices an
to arrive at the agreed amount for payment. Payment authori
financial authority limits.

gvaluated by the Estates Development Department
ade in the finance system and within the delegated

3. The Estates Team maintains constant communication
There is a weekly call between the College FM HargdgSexyi

discussed in advance. All completed tasks in the @

CAFM system provided by the TFM Contract
4. The College has a procedure for unde assessments. The procedure was approved in April 2022 and is due for review
in April 2025. The procedure contains tg lines on risk assessments and the focus is on reducing hazards in the
workplace as far as reasonably pr

provider to facilitate the completion of each PPM task.
ager and the FM Account Manager where the week’s work is
e stored and can be accessed by the Estates Team via the online

management fupctie

. Wylie
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1 EXECUTIVE SUMMARY

The following is a list of areas where the College is operating effectively and following good practice.

rouh

Sla

ted to summarise the activities

Forth Valley College
‘s Man. '‘ement - Maintenance

ly and annual review of the

enance service across the College

7. From our review, there is sufficient monitoring of the contractor’s performancg
services rendered by Total Facilities Management. There is also relevant information pre
undertaken and achievements for the year and focus areas to be considered forthe following year.
8. The College employs the service of a TFM Contractor to provide a co hensive
Estates.

&
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2 BENCHMARKING

Forth Valley College
".ote. S Man. ‘ement - Maintenance

We include for your reference comparative benchmarking data of the number and ranking of recommen

2 for audits of a similar
nature in the most recently finished internal audit year.

Estates Management - Maintenance

Benchmarking

Average number of recommendations in similar
audits

Number of recommendations at Forth Valley
College

From the table above it can be seen that the College

benchmarked against.
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Forth Valley College

3 DETAILED RECOMMENDATIONS N, S o

Reactive Repairs

Finding and Risk

1. A formal sign off procedure for all reactive repairs Low end the Head of Estates, Facilities
completed by external contractors will ensure that Management and Health and Safety draft a formal
all works are completed as required and in n-off procedure for all reactive works completed.
satisfactory condition. should be included as one of the requirements
During our review, we learned that the majority of c r”payment of reactive works charged to the

ollege.

the reactive repair requests received by the Estates
Development Department are escalated to the TFM
contractor of the College. From our discussion with
one of the Facilities Manager it was revealed that
there is no established requirement to sign-off.

all reactive works completed by the TFM co cto
Hence, not all works done and charged o] ly
inspected to validate satisfactory complet

There is a risk that some repairs no
completed to a high standard, whicicould T€ad to
future safety concerns.

;Wylieoo
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3 DETAILED RECOMMENDATIONS .

Management response

FVC will in partnership with our TFM provider formalise an approach to signing-off
reactive works through the first three months of implementing the new TFM contract Facilities Management and Health &
due to begin on 1st July 2024.

ementation Date:
ctober 2024

)
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3 DETAILED RECOMMENDATIONS

Reporting

Finding and Risk Grade

2. A comprehensive review of the activities of the Low
Estates Department via reporting to the Leadership
Management Team (LMT) will ensure that Senior
Management are kept up to date on an ongoing

basis and have the full opportunity to provide >
feedback and raise challenges where required. >

During our review of the reporting process and >
committee minutes, it was noted that the regular

reporting to LMT does not cover Estates >
maintenance activities such as completion of P >
activities, compliance with statutory obligati@hns,

assessment of TFM contractor perform

summary of contractor charges.

There is a risk that there is lack o
Estates maintenance activiti
matters on a regular basis.

Management response Q
r

Wylie
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Forth Valley College
s Man.. ement - Maintenance

sLG .

end that Estates reporting to the LMT

includes matters such as, but not limited to, the
lowing:

Compliance with statutory obligations;
Update on the completion of PPM Activities;
Reactive Repairs requests received, escalated,
and resolved;

TFM Contractor performance; and

Contractor charges.

Responsibility and implementation date



3 DETAILED RECOMMENDATIONS

(which is the period provided for in the contract to establish KPI’s and reporting) to

Forth Valley College
F.ca. S Man.. ement - Maintenance

Will work with New TFM supplier through the first three months of contract mobilisation Responsible O 6
Hedd of Estate les Management and Health &

establish monthly and annual reporting parameters; these will feed into recommended
LMT reporting either through a dedicated dashboard or as an addition to existing
reporting

)
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4 AUDIT ARRANGEMENTS P W

The table below details the actual dates for our fieldwork and the reporting on the audit area under revieg sCales set out below will

enable us to present our final report at the next Audit Committee meeting.

Audit stage

Fieldwork start

Closing meeting 17 April 2024
Draft report issued 23 April 2024
Receipt of management responses 8 May 2024
Final report issued 8 May 2024
Audit Committee 16 May 2024
Number of audit days 5

é Wylie
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Forth Valley College
5 KEY PERSONNEL ".ow. s Man. Yement - Maintenance

Wylie & Bisset LLP

Partner

Partner Graham Gillespie

Director Stephen Pringle Director of Internal Au stephen.pringle@wyliebisset.com

Senior Zend| Abaigar Internal Audit Senior zendl.abaigar@wyliebisset.com

Forth Valley College

Key Contact Martin Loy ad of\Bstatés, Facilities martin.loy@forthvalley.ac.uk
agement and Health and
Safée
Wylie & Bisset appreciates the time provided by e individuals involved in this review and would like to thank them for their assistance
and co-operation.
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Strong

A GRADING STRUCTURE

Assurance

Classification

Forth Valley College

swae. S Man.. ement - Maintenance

Substantial | Controls largely satisfactory although some weaknesses identified, rec@mmendationsfor improvement made.

Weak

Controls unsatisfactory and major systems weaknesses identified tha

No

No or very limited controls in place leaving the system open to signifit
require to be implemented immediately.

or abuse, recommendations made

&
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Forth Valley College

A GRADING STRUCTURE . s Man. ement - Maintenance

For each recommendation, we assign a grading either as High, Medium, or Low priority depending on thefdeg K assessed as outlined

Grading Classification

High Major weakness that we consider needs to be brought to theya
Senior Management of the College as a matter of urgency.

Medium Significant issue or weakness which should be addressed b

Low Minor issue or weakness reported where manageme

&
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B ASSIGNMENT PLAN o~

Purpose of review

We will review the College’s operational management of its existing estate and facilities functions. The audit will incorporate reviewing
preventative maintenance controls (including risk assessments, inspections, and surveys), orgaflisation monitoring of contractors, and the
effectiveness and efficiency of the planned maintenance programme.

This review forms part of our 2023/24 Internal Audit Annual Plan.

Scope of review
Our objectives for this review are to ensure:

» The College has appropriate arrangements in place to ensure tha Estates are managed effectively, including the effective monitoring of
contractors, servicing arrangements and record keeping.

» The College has an annual service and inspection sc le so that it is meeting its statutory obligations in relation to Estates
Management. \
ai

» There are robust procedures in place for on ance and repairs within the College, including risk assessments, inspections, and

surveys.

» There are sufficient controls in placg’ agethe Estates Budget, and contractor charges therein reflect completion of agreed works.

Our approach to this assignment tg of discussion with relevant staff, review of documentation and where appropriate sample

testing.

;Wylieoo
Bisset.



Forth Valley College

B ASSIGNMENT PLAN " st s Man. 'ement - Maintenance

Limitation of scope

There is no limitation in scope.

Audit approach

Our approach to the review will be:

Discussion with key personnel to ascertain the current arrangements in place f6 anagement of the College's Estates.

Assessment of the arrangements to consider whether these are fit for p

» Discussion with relevant management, staff, and budget holdergto esta the operational control arrangements and their involvement in this
process.

» Areview of the maintenance controls for re-active and preventa maiptenance.

» An assessment of how contractors are organised and mo

» Review of documentation to confirm that policies a are in place and that current arrangements comply with good practice.

» Appraisal of the adequacy of information and répertinglprovided to senior management for decision making.

» An overall review of the internal control e nsure all relevant controls are evident and being complied with.

0
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B ASSIGNMENT PLAN o~

Potential key risks

The potential key risks associated with the area under review are:

» Current arrangements for monitoring of contractors, servicing arrangements and recordkeeping af@linadequate and do not allow effective
management of the College's Estates.

» There is no annual service and inspection in place and the College is not meeting tatutory obligations in relation to Estates Management.

» Ongoing maintenance and repair are not planned (i.e. re-active rather than prosa ading to potential health and safety risks and/or the

College's Estates not being fit for purpose.

» Lack of budgetary control may result in unnecessary expenditdhe f e udget, with contractors not completing agreed programmes
of work before charges are made to the College.

é Wylie
B1sset



9. Quarterly Update on Cyber Security Landscape
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AUDIT COMMITTEE

1. Purpose

To update Forth Valley College Audit Committee on the Landscape, Events, Actions and plans
surrounding cyber security within the college.

2. Recommendation
The Committee consider and discuss the content of this report.

3. Landscape

Phishing and Malware, targeting staff and students contin needs to be our focus to

prevent and mitigate against this.

Recent US Government reports on Microsof u ractiGes were very critical of Microsoft,
calling for reform after Chinese threat a S, k il services within US Government.
Institutions are advised to review lement enhanced security logging.
Despite guidance to move to not bu deploying Chinese technology solutions, this is not
happening, with an increased préliferati fidevices in U.K. and U.S. Infrastructure, 10,000 to
20,000 and 185,000 to 30 I e pasty

»

Actions

intercept-X ane
VEEAM back
and revi

4.2 Operating Sys Upgrades/Application Support — We have updated some of the hypervisors to
t rted versions (Stirling and Falkirk) with plans to upgrade Alloa. Skype for Business
toT s remains to be carried out.

bers of the Team attend all JISC Security Forums — We continue to engage with JISC, with the
most recent information and consequential work surrounding email and security, with changes
being made to keep up with the changes made by the major email services to improve security.

4.4 Disaster Recovery — All Systems Recovery - We have carried out a further recovery of Directory
services, improving the methodology and documentation for this using the VEEAM backup
product. This is on to a private network/infrastructure. This was successful.
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4.5 Phishing Campaign — We have carried out a phishing campaign, initially out to all members of
staff. The intention is to operationalize this, with regular, monthly campaigns, increasing the
complexity and difficulty of detection.

4.6 Managed SIEM — Security Information and Event Management continues to be impleme
following the change in the offering from JISC. This allows the collection of security event
central based server, where patterns and alarms are acted upon by a specialized 24x7 tea
Jisc. We have submitted a comprehensive asset document of hosts and u
implementation of the service.

4.7 Network Security — additional access controls (ACLS) are being add pport
partner Virgin Media Business, to prevent horizontal movement acr , should the
network be breached. We continue to work with Virgin Media Busines company to

improve this.

(Cyber Essentials) through
es SharePoint is removed
are end of life.

4.8 We continue to do work towards further Cyber Accreditatig
Jisc. This will not be completed until, skype for business an¢
from the infrastructure, as these are unsupported pl

4.9 Campaign to encourage students to use two r ntigation

4.10 Plans to update our tiered access model are b oped and will be implemented in the next
week.

5. Resource Implications (Financia s and Communications)

o
Mitigating the risk by mai ing rrent IT infrastructure does come with a cost in terms of
finance and staff time. ca be done in terms of communication of the cyber risk, and
hi

implementation of anyethi ng campaign will help the College gauge where awareness
needs to be targete

6. Equalities
?—No

ecific issues in relation to equalities within this paper.

7. mmunities and Partners

Not applicable.
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8. Risk and Impact

Please complete the risk table below. Risk is scored against Likelihood x Impact, with each category
scored from Very Low through to Very High. Risks should be robustly scored and, if the combine
score (Likelihood x Impact) is higher than the Board Risk appetite for the risk category identifi
additional justification must be provided on why this risk is necessary.

Likelihood | Impact
Very High (5)
High (4) X X
Medium (3)

Low (2)
Very Low (1)

Total Risk Score — 16

defined by the Board of

The College has a Strategic Risk appetite for categories
: ave cognisance of this. Please

BoM Risk Categories & Risk Appetite (Sci=ct cna area only)
Cautious <15 Open 15> <20 | Ez ser >20

Governance Strategy People

Legal Project/Programme

Property
The cyber risks to t ain at a high level despite actions taken to mitigate.
Is the score Risk Appetite level? No
Risk O Action Owner — Graeme Robertson

Graeme Robertson SMT Owner — David Allison
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Purpose

This paper seeks to inform the Committee about the outcome of the SQA Systems verification
and the resulting actions.
Recommendation Q

That members note the contents of the SQA Systems Verification Report, and consj
for action.

Background

SQA is the college’s main awarding body partner, with over 10,000 ent or qualifications being
made every year, and over 60 subject verification visits takingyplace.

‘Systems verification is the SQA process ensuring centre aanaging their systems and

resources to meet their quality assurance criteria.
Systems verification focuses on ensuring:

Quality assurance is managed effe ly
Resources are managed effectivel

Candidates are supported effeétive

Assessment and internal verif %

Candidate data is mana effe o
nb

anaged effectively

Systems verification is und stems verifiers who are experienced experts appointed by

SQA'.

ively between the College, SQA Systems Verifiers and the Quality
Assurance tea . This approach over the years has taken many forms with the most recent

The selfsevaluation report was completed by the Head of Learning and Quality in collaboration
n of staff across the Corporate Services and Academic areas.

this the key areas of:

e Management of a Centre

e Resources

e (Candidate Support

e Internal Assessment and Verification
e External Assessment

e Data Management

were considered and supporting evidence gathered.
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This was shared with the SQA Systems verifier prior to the meeting.

The College had its scheduled Systems Verification visit, led by Kelly Gray on the 23™ of November
2023. The visit involved meetings with a range of managers from Curriculum and Corporat
services areas, and Support staff, and Students. All the meetings were carried out face to fac

0
The report was shared with the college on the 27" Nov 2023.
4. Key Considerations

From the college based self-evaluation, using a RAG system, the following was propo

Area

Management of a Centre

Resources

Candidate Support

Internal Assessment and High

Verification

External Assessment Reasonable

Data Management Reasonable
Table 1: Outcome SQA Syste i ion College Self-Evaluation
The Reasonable co oth External assessment and Data management came about as a
result of the consi that, whilst there were robust systems to ensure that ‘information is
shared effec . there needs to be a revisit of procedures to ensure that processes are

carried
around open entries and resulting timescales’ and that ‘there is a clear
f process and procedures across the whole college and to ensure that the centre
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From the SQA System verification visit, the following was recorded.

Area Confidence
Management of a Centre High
Resources High

Candidate Support High

Internal Assessment and
Verification

External Assessment

Data Management

Table 2: Outcome SQA Systems Verification

The external auditor suggested that the leg roach and systems around External
assessment supported ‘the maintenance ithin this centre’, with the opinion
that the college had been harsh on its evalua own processes.

The auditor agreed with the prop le confidence around Data management
suggesting that ‘Data on candida itted by centres to SQA must accurately reflect
the current status of the candi and alification’.

The following was Action was osed, , in that the college ‘Undertake an end to end review of
the procedures for t, ies, results and certification to ensure clear guidance is
available to releva ach stage.” which was in line with our own self-evaluation
recommendation

QA and from other Quality managers across the sector has suggested that the
ata Management within Forth Valley College have been experienced across the

Resource Implications (Financial, People, Estates and Communications)

Any issues have been rectified with no costs to the college in terms of income and expenditure.
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6. Equalities

Assessment in Place? — No
If No, please explain why — This is a paper to inform members of an established process.
Please summarise any positive/negative impacts (noting mitigating actions) — N/A
7. Communities and Partners

The information presented provides opportunity to maintain andfimprove call stems
ensuring compliance with our main awarding body partner.

8. Risk and Impact

Please complete the risk table below. Risk is scored against Li
scored from Very Low through to Very High. Risks should b
score (Likelihood x Impact) is higher than the Board Ri
additional justification must be provided on why thi

Impact, with each category
seored and, if the combined

If the paper is an approval, please reflect onjwhe gldpproval will have any direct or indirect
impact for any other areas of operational acti in ally or externally within the College — No

Likelihood | Impa

Very High (5)
High (4)
Medium (3)
Low (2)

Very Low (1)

Total Risk Sca

The Cq ategic Risk appetite for categories of risk as defined by the Board of
Management.ecisions being taken at LMT/SMT/Board level must have cognisance of this. Please
indicatéythe single most relevant risk category in the table below.

‘ 30M Risk Categories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20  Eager >20

@Vernance Strategy People
Legal Financial Project/Programme
Property Reputational X
Technology

There is a low risk to the reputation of the college as a result of this activity. Continued diligence
around the adoption of existing systems will reduce this risk further.

Is the score above the Board Risk Appetite level? No
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Risk Owner — Sarah Higgins-Rollo Action Owner — Sarah Higgins-Rollo

Paper Author — Rob McDermott SMT Owner — Sarah Higgins-Rollo :%
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1. Purpose

To update members on progress with the implementation of recommendations contained
within internal and external audit reports.

2. Recommendation
That members note the content of the report and associated appendix.
3. Background
The College monitors progress against internal and external audit rec
on progress to each meeting of the Audit Committee. This report

Committee that the College is appropriately managin Il intern
recommendations.

4. Summary of Changes

There were no recommendations for the repogts pr he November 2023 meeting to add
to the tracker. The attached annex contains a da progress against recommendations.

inue to remain on hold until such time as
e recommendations are included in the table
entation date”.

As previously discussed, recommendations 1
the external provider JISC can offer the
below as “Live Recommendation pass
3 recommendations have stage'Where the college considers them to be completed.

We are seeking to cha tion date for recommendation 6. This recommendation was

delayed owing to th undifig announcement. Information on medium term forecasts will
be presented to the nce, ource and Infrastructure Committee later this year.

The table be @ entS a summary of the current position of the recommendations as at 26
April 2024

No Priority1  Priority2  Priority 3 Total
Priority
vithin date

ive recommendation passed 0 0 0 3 3
implementation date
Completed since last report 1 0 0 2 3

to Committee

5. Resource Implications (Financial, People, Estates and Communications)

This is a summary report so there are no specific resource implications
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6. Equalities

This is a summary report so there are no equalities implications
7. Communities and Partners

None

8. Risk and Impact

Please complete the risk table below. Risk is scored against Likelihood x egory
scored from Very Low through to Very High. Risks should be robustly e combined
score (Likelihood x Impact) is higher than the Board Risk appetite for t ry identified,
additional justification must be provided on why this risk is

If the paper is an approval, please reflect on whether the ap ill have any direct or indirect

impact for any other areas of operational activity internally

Likelihood | Impact
Very High (5)
High (4)
Medium (3)
Low (2) X
Very Low (1)

Total Risk Score — 4

The College has a St xpetite for categories of risk as defined by the Board of

Management. Decisiolis beingitaken at LMT/SMT/Board level must have cognisance of this. Please
indicate the single mostrelevait risk category in the table below.

BoM Fisk Cate:ories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20  Eager >20

Strategy People

Financial Project/Programme
Reputational

Technology

t recommendations continue to be actively managed by the College and are reported as a
standing agenda item to the Audit Committee

Is the score above the Board Risk Appetite level? No

Risk Owner — Alison Stewart Action Owner — Stephen Jarvie
Paper Author — Stephen Jarvie SMT Owner — Alison Stewart




ID |Audit Name Date of Audit [SMT Owner  |Action Owner [Recommendation Management Response Priority Evaluation Revised Evidence Completed
Completion
Date
1 |IT Network Nov-21 David Alison  |Graeme A risk-based approach should be adopted to enabling critical logs to improve | The College is currently on-boarding with Jisc to introduce a Security 3 April 24 - No change TBC - Awaiting
Arrangements/Cyb Robertson endpoint security. Examples of critical logs include: Information Events Management (SIEM) system, starting with logging at November 23 - The College has continued to g clarification
er Security ® Local user and group enumeration. server level. It’s planned to extend logging to key workstations once all preparations for entering a SIEM, and upd from external
* Logon attempts with local accounts. parties are comfortable with how they system functions. This provided to Jisc, however there is no coii provider -
* Logon with explicit credentials. recommendation reflects where we are with our implementation. onboarding. agreed with
* Plug-and-play device connections (e.g., USBs). August 23 - No change at this time Audit
* Process creation. May 23 - JISC have had to radi Committee
o File creation. put a stop to onboarding. May 2018
* PowerShell providers loaded. May with the new servicg
® Script block logging.
2 - We are awaiting a da With the provisional
e of October having
22 - All preparatory has been undertaken by the College,
ver this service is pr g popular, and the college has a
ional date in Oct wj
Jisc to introduce a SIEM is progressing
2 |IT Network Nov-21 David Alison  |Graeme Use manual testing methods (for example penetration testing or red team  |As per previous response, the College is currently on-boarding with Ji 3 April 24°F 31/07/2022 TBC - Awaiting
Arrangements/Cyb Robertson simulated cyberattack exercises) in addition to automated tools, such as introduce a managed SIEM. Penetration testing will be re-introduced. November 23 - As above. clarification
er Security network IDS / IPS of SIEM, to test and obtain assurance that vulnerabilities August 23 - No change at this time from external
are identified and managed. May 23 - As above provider -
November 22 - As above agreed with
ugust 22 - As above Audit
y 22 - As above Committee
May 2018
3 [IT Network Nov-21 David Alison  |Graeme Mechanisms should be established for testing the effectiveness and value The IT Team will explore testing the effectiveness of tr; April 24 - The IT Dept has undertaken it's first phishing campaign. 7 (30/11/2022 31/12/2023 Phishing stats Yes
Arrangements/Cyb Robertson for money of the security training provided to staff. The areas of the through the use of ethical phishing campaigns. members of staff (approximately 1%) followed a link and input
er Security organisation that regularly feature in security reports, or achieve the lowest their login credentials. All have been informed and provided with
feedback from information security questionnaires, should be targeted for additional guidance. The IT Team will continue with further
further tailored training activity. campaigns. Campaigns will be monthly with a dedicated two
members of staff within the team having this responsibility.
November 23 - The IT Dept is currently developing a phishing
campaign with our Computing curriculum team, primarily due to
high costs quoted from external suppliers, which were offering
very poor value for money.
August 2022
An ethical phishing campaign was developed and originally
planned to be delivered in July 2022.
While the materials are ready, it was realised that most staff
would still be on leave at that point and the College didn’t want
the campaign to be lost in the usual start of term work.
Subsequently, management will be seeking permission at the
upcoming Audit meeting to extend the deadline to the end of
November 2022 when staff will be settled into the new academic
year, and staff will be more receptive.
4 |IT Network Nov-21 David Alison  |Graeme Explore how guidance for staff on how to manage their digital foo April 24 - The IT Dept has undertaken it's first phishing campaign. 7 [31/08/2022 31/12/2023 stats and materials|Yes
Arrangements/Cyb Robertson safely and reduce the risk of becoming a target for attackers, b, members of staff (approximately 1%) followed a link and input
er Security professional and personal capacity, and particularly through u their login credentials. All have been informed and provided with
media platforms can be made more widely available to staff and additional guidance. The IT Team will continue with further
members. The Learning Digital Skills team delivering campaign. There are remediation training linked to each of the
agenda for Staff Development days should be col phishing campaigns, for staff who require. More generalized
material is in standard course material.
November 23 - Revised course will be launched in December.
August 2022
Course content for the existing mandatory course has been
written and passed to the course development team for training
to be delivered
5 |Freedom of Apr-23 Alison Stewart |Stephen Jarvie |An annual Governance report en of Information This report format will be developed and delivered to the Audit Committee |3 November 23 - presented to November 21 meeting of the Audit 30/09/2023 30/11/2023 Audit committee |Yes
Information Compliance should be developed to the Audit Committee Agreed at report
ogress updates, as well November 23 - On agenda for November 21 meeting September
fulfilment of FOI August 23 - Format developed and included on agenda for 2023
November committee meeting. Will be marked as complete once Committee
presented to Committee meeting




Budgetary Control

May-23

Alison Stewart |Senga McKerr

The College should develop realistic medium-term financial plans and
forecasts to supplement the annual FFR and help to identify and mitigate
emerging risks to its medium to long term financial sustainability.

The ability to develop sensible medium term plans depends on receiving 3- |3
year funding allocations. SFC has acknowledged that Budget plus one further
year is sufficient, and this is expected to be the FFR requirement in June. We
will discuss with the Finance Committee members the level of forward
planning they would like to see and we will look to develop these plans
when we have additional clarity around key assumptions.

April 24 - with the late announcement of the indicative funding
levels this year, it has not yet been possible to develop
and discuss them with the Board Committee. The coll
information to the Finance, Resource and Infrastructure
Committee later this year

November 23 - discussion with FRAIC outst, ng.
August 23 - To be discussed at Finance,
Infrastructure committee in Sept 23.

se plans

rce and

Nov-24
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1. Purpose

To present the current strategic risk register to members.

2. Recommendation *

That members consider the strategic risk register and comment on the proposed changes %
reporting of the risk register going forward.

3. Background

The strategic risk register is presented at each meeting of the Audit C@mmittee apd annually to
the Board so that members may review and comment on those risks ed to be strategically
important to the College.

A review of how risks are reported to the committee and B een undertaken.

The table below is a summary of the risk register. Th I t going forward the current
risk register will be replaced by individual sisk d hich will be stored in the Audit
Committee area of Admincontrol. Membexs ing th ore information on any particular
risk will be review this material at any tim h di ittee report will then focus on new

risks or where changes have occurred.

Notable Changes to Strategic Risks ‘

initial Last Current Risk
Risk Date Risk Residual Residual Movement Risk Appetite Appetite Risk
No identified Risk Title Score Score in period Category Score Treatment

1|  Apr-21|Financial Sustai N Financial Treat
2| Apr-21|Estates Mainte€nance fordabifity <-> Property Tolerate
3| Apr-21|National B3 » ining / St Action <-> People Treat
4|  Apr-21|High quality IeaFhing experience <-> Strategy Treat
5| May-23|Stddent A m ion 8 8 <> Financial Treat
6| Apr-21|Heople Strategy delivery 8 8 <-> People Treat
7|  Apr-21 or incident), eg pandemic 8 8 <> Strategy Treat
8 =27]/Gro g/infliencing strategic partners 8 12 N Reputational Treat
9 ay-22|Malpractice 12 8 8 <-> Reputational Treat
| 10| 2p-23|Bodkd Secretary arrangements 6 3 3 <-> Governance Tolerate
1 ay-2 Change 12 9 9 <-> Reputational Treat
12 day-24|OSCR N/A New Governance Tolerate

1 Financial Sustainability: The current residual score has been increased given the draft
budget position for 2024/25 having an adjusted operating deficit of £1.3m after the savings from
the current consultation.

Risk 8 Strategic Partnerships: The current residual score has been increased due to only receiving
50% of the number of MA places bid in the recent SDS tender process.

Risk 12 OSCR: A new risk has been added at the direction of the Board of Management to reflect
the potential outcomes of not being able to submit the 2023/24 Financial Statements to OSCR on
time owing to ongoing discussions with the External Auditors.
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Resource Implications (Financial, People, Estates and Communications)

The register itself does not require significant resource to manage however mitigating actions ma
require additional resource on a case by case basis.

Equalities

Assessment in Place? —No

The Risk Registers do not require equalities impact assessment. In
Equalities assessments being completed for new/revised College poli

Communities and Partners
Not applicable

Risk and Impact

t Likelihood x Impact, with each category
scored from Very Low through to Very Hig i obustly scored and, if the combined
score (Likelihood x Impact) is higher than the appetite for the risk category identified,
additional justification must be provide is risk is necessary.

Very High (5)
High (4)
Medium (3)
Low (2)
Very Low (1)

3 Strategic Risk appetite for categories of risk as defined by the Board of
cisions being taken at LMT/SMT/Board level must have cognisance of this. Please

BoM Risk Categories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20 \ Eager >20

Governance Strategy X | People
Legal Financial Project/Programme
Property Reputational

Technology

Risk continues to be comprehensively managed and reviewed, including comparing risk scores
against the Board risk appetite levels, on an ongoing basis.
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Is the score above the Board Risk Appetite level? No

Risk Owner — Kenny Maclnnes Action Owner — Kenny Maclnnes

Paper Author — Alison Stewart SMT Owner — Kenny Maclnnes @

\
)




Forth Valley College Strategic Risk Register

Risk Management and Mitigation

Owners

Initial Risk Score

Score After Mi

tigation

Board Risk Appetite

There is a real or perceived risk
that...

Causes

Potential Consequences

Mitigating Actions

Actions/Progress to Date

Board Committee

SMT Risk Owner

Action Owner

Likelihood
Impact
Risk Score

We are unable to maintain
financial sustainability

- Political/regulatory changes

- Changes in funding streams

- Insufficient funding from Scot
Gov/SFC to support core College
activities

- SFC new funding model
potentially

- Failure to meet commercial or
student enrolment targets

- Inability to deliver high quality
learning

- Inability to react to changing
economic and local environment
- Inability to maintain College
infrastructure

- Impact on College performance
indicators

- Reputational Damage

- Principal and Chair represented
on sector groups to lobby
SFC/Scottish Government

- VPBI has strategic relationships
with key stakeholders

- Regular reporting on financial
position to Leadership Team,
Finance Committee and the Board

May 24 - A number of significant changes in funding is impacting on the College's short term financial sustainability. A consultation to
remove £1.25m of costs was launched on 1 May 2024, however there remains a significant deficit for 2024-25. Discussions are
ongoing with SFC and the Senior Management team are considering a number of options.

November 23 - Q1 forecast completed and overall in line with budget. Still awaiting announcement for allocation of FWDF. SMT have
started scenario planning for 24/25 with an expectation that "flat cash" is best case scenario.

August 23 - Consultation process was completed in June 2023 and 26.75fte removed from the establishment. A balanced budget for
2023/24 was presented to the BoM in June 2023 which incorporated these savings. However, with an assumption of flat cash and
unaffordable pay awards further savings will be required for 24/25 and 25/26. Chair of Board of Management has written to SFC, CEO
May 23 - The indicative funding settlement of flat cash is challenging and the College has launched a consultation to remove 26.75fte
from the establishment. Work continues to identify operational savings together with growing our commercial activities. The sector
continues to lobby for 3 year funding settlements in order to effectively plan beyond one year.

November 22 - Current financial projections show significant ongoing deficits on the basis of flat cash funding and unfunded pay
awards. Chair of BoM has written to SFC on behalf of the Board seeking a meeting to discuss.

August 22 - Board have approved the budget for 22/23 showing a small surplus and have agreed the transfer of last years surpl
the ALF. However since then it has been identified inflation is running at higher levels than anticipated, particularly in relation
and electricity, SFC have been asked to look at in year cuts to funding, budgeted pay award will be unacceptable to Unions an
allocations will be flat cash at best going forward for the next 3 years. Increased commercial activity will offset this to a limited
May 22 - Indicative allocations announced in March 22. Consultation for FVC transformation and restructure approved by the
and launched 10 May to reduce headcount by 41fte. Once complete we will be financially sustainable for 2022/23. Awaiting final
allocation for 2022/23 and outcome of 3 year spending review.

Nov 21 - No further update from SFC. Awaiting Scottish Government budget announcements in Dec 21
scenarios for savings/efficiencies.

August 21 - All instructor assessors have been converted to lecturers. Applications/Enrolments for FA and HE
down. Both of which will put pressure on the 21/22 Budget. SFC Financial Forecast Return (FFR) request j
that forecasts for 21/22 should be prepared on the basis of FA are funded from core credits which is in
£1m. LMT away day scheduled for end of September to formulate action plan to address potential ch
May 2021 - Funding allocation for 21/22 is positive and was presented to the Board in April 21. Work
underway and will be presented to FC & Board in June 21.

ik working on a number of

ses for 21/22 are

=

Z | College Committee

3

-

o

Risk Score

Change to score
since last meeting

Risk Category

Financial

We are unable to maximise the
long term return on investment on
the College estate

- Insufficient capital maintenance
funding from SFC

- Changes in working practices
impact on demand

- lack of stakeholder engagement
in the new campus facilities

- We are unable to maintain our
estate to an acceptable standard

- Impact on Student Experience

- Creation of backlog maintenance
- Loss of commercial income

- Effective monitoring of lifecycle
maintenance programme

- Continue to secure best value for
TFM contract

- Development of
commercialisation strategy

- Review of campus utilisation

- Maximising the legacy status of
the Falkirk campus with project
lead-in the Falkirk growth deal and
for future inward investment

May 24 - Our Facilities Maintenance contract has been re-tendered. Preparatory work k
SFC's College Infrastructure Strategy.

November 23 - A backlog maintenance survey for all campuses has been complete,
prioritising the results of this survey to establish key risks.

appraisal of the current TFM contract.

May 23 - A survey of all of our campuses has now been u
maintenance planning and budget forecasting. Our current
has no backlog maintenance as we have 'newer' campuses.
Oct 22 - Initial funding to survey building energy usage has been se:
maintenance funding from SFC remains an issue.
Aug 22 - Seeking alternative funding streams linked,
Falkirk growth deal and the building is an intrinsig
maintenance remains an issue.

May 22 - Insufficient funds in capital grant. Cur
Nov 21 - Highest priority lifecycle mai
Aug 21 - Highest priority lifecycle mail

maintenance for the

Property

compared to
mitigated score
Date Added and
Date Score
Updated
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Apr-21

Apr-21

National bargaining adversely
impacts College staffing
relationships and finances

- National bargaining process
removes ability to implement local
agreements

- Issues at national level can impact
on local union relations

- Impact on staff morale due to
delay in implementation of pay
awards/job evaluation

- Action Short of Strike/Strike
Action impacts on student
experience

- Reputational Damage

- Ongoing engagement with local
union representatives and
Employers Association

May 24 - No further p,

although management side have now offered a 3 year deal. Scottish Government
le. EIS are likely to go out to ballot again in December for action short of strike/strike
August

mencing from 2nd May and will run until September. The College will monitor the impact of ASOS but no current
taken. EIS-FELA also has a mandate for full strike action. Full strike action has not yet been implemented.

jon is still ongoing. The College has launched a consultation with staff on the 3rd of May. Consultation is based
budget for 23/24 against a flat cash settlement and a 10% reduction in credits. Management will continue to
oth Unions through the consultation process.

ollege Management continues to engage with our Union partners at a local level and is building strong communication
ent links. Restructure of departments is continuing to be imbedded and staff are continuing to be supported where there

and support staff job evaluation is still ongoing.

Aug 22 - Transformation consultation now completed with no compulsory redundancies. Restructure across both teaching and
Corporate Services staff with no negative feedback received on the process from EIS-FELA or Unison. 21/22 national pay dispute
resolved. However EIS-FELA are seeking a £5k increase at each scale point for 22/23 while the offer in line with public sector pay is

PO T TN RS- T N T SN N S N o

cron o 1

LMT

VPFACA

People

Apr-21
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Forth Valley College Strategic Risk Register

May 24 - PI’s for 22/23 reflect that outcome agreement targets have been met, awaiting sector position. New Student Learning LIPSEC |LSE Strategy
Experience is expected to be launched in Summer 24. Industrial action continuing to impact upon small numbers of classes although
mitigation is in place. Withholding of results registers due to ASOS is expected to cause disruption and an action plan has been devised
to reduce the impact on students where possible.

November 23 - LDSA transition plan now in implementation phase to sustain benefits of LDSA after June 24. CCI Process has been

- Failure to provide required and P targets - Effective staff structures to reviewed and now evidences curriculum alignment with regional skills requirements. CCl Process now evidences equality impact of
support levels for individual - Impact on student recruitment support the student experience curriculum changes, includes approval process for changes to curriculum and evidences contribution of Listening to Learners.

student needs - Reputational damage with key - Milestone dates for meeting with [Development of new Student Learning Experience Strategy has commenced and aim is for draft in March 24.

stakeholders such as SFC Springback project leads and August 23 - LDSA targets mostly on track although reduction in mentors for 23/24 could have an impact on achievement of targets.

- Failure to meet sustainability working groups to test progress Staff uptake of Digital Skills tools remains challenging. CCl process remains effective in curriculum review and planning and confidence
ambitions across departments that course portfolio meets the needs of regional workforce and stakeholders. Student support needs continues to
increase each year and resourcing of these is challenging. This could have an impact upon PI's. Early joint working between ISS and
academic departments is crucial for resource maximisation.

May 23 - Continuous Curriculum Improvement process continues to sit at the centre of curriculum review informing decisions on
curriculum change and improvement. The Course review tool and Pl tracker was used in identifying courses to be reviewed in the
current consultation. This ensures the College's portfolio of programmes are efficient and relative to our students, regional employers
and partners, whilst meeting our 10% reduction in credit deliver for 23/24.

Oct 22 - Excellent feedback from Education Scotland in our Annual Engagement visit in October highlighting the College is delivering
high quality learning experience. The College's analytics tools came in for high praise as well as the implementation of the new
Learning improvement Facilitator role.

Aug 22- Hybrid learning now launched as well as Digital self-assessment tool. LDSA team delivering hybrid learning support trai

- Failure to deliver upon digital - Impact on student experience - Implementation of the Digital
learning strategy with blended learning Skills Academy

- Curriculum fails to meet need of |- Impact on student retention and |- Success of Project NxGen
students/employers or other attainment - Student Engagement and
stakeholders - Impact on College meeting credit |Feedback

We fail to deliver a high quality
learning experience and meet
targets of outcome agreement

Student portal launched for on-boarding and student information app CampusM app launched. LDSA funding now in place an
fully staffed. LDSA Ambitions on target. Teaching pods launched to support hybrid learning. In September we are launching a

m

The college will not be able to
secure student accommodation for
the upcoming academic year. This
could result in the loss of ECITB and
other tendered programs.

The college has no student
accommodation of its own.

There is only one hotel that
tenders each year for the college's
student accommodation.

The hotel may not be willing to
tender again, or may not be able to
offer the same level of
accommodation in the future.

The college may not be able to
offer student accommodation to all
students requiring it

The ECITB program could be
affected by not having
accommodation

The college's reputation may be
damaged if it is unable to provide
student accommodation

Early and widening of the tender  |May 24 - we have had 4 engagements with various development companies and are working up a specification document to fi

ahead of the upcoming academic |these discussions
year. November 2023 - No further update

The college should look at the
possibility of building or leasing
student accommodation.

The college should develop a
contingency plan in case the hotel
is unable to offer accommodation.

August 23 - initial discussion Cetris as to what commercial terms look like for student accommodation

Financial

College from operating

- Loss of access to IT from network
issues or cyber attack

teaching and the impact on student
experience

- Additional costs (including
ransomware demands)

- Staff morale from uncertainty
over College reopening

- Data protection and other legal
issues

- Reputational damage

regularly tested
- Specific IT cyber security plan and
IT business continuity plan

- Regular testing of Health and
Safety systems inc fire drills

endations were made, and are being addressed by the IT Team.

and Event Management (SIEM) system which will monitor logs of servers and key desktop PCs.

Security and Network audit has been undertaken by our internal auditors, with a rating of satisfactory. A number of

ated IT Security Policy has been approved. We are currently on-boarding with Jisc to introduce a managed Security

= Additional IT security measures have been introduced to reflect increased remote working. IT Security policy is being updated

to reflect these changes. IT Security Incident Response procedure is being updated to reflect current best practice.

We are unable to deliver on the - Changes to staffing establishment |- People strategy not achieved - Additional support mechanisms - |May 24 - A significant amount of work has been dol approved a further application to the ALF to support |LMT F VPFACA |HHR People
ambitions of the People Strategy  |impacting on succession planning |- Increased staff employee counselling system, with this for 2024-25. A consultation was launchg of savings. A deficit budget will restrict ability to
- Impact of Covid on staff time absence/decreased staff morale mental health ambassadors, carers |deliver all aspirations of the strategy. Outstand ility to recruit staff in some areas.
- Increase in demand for wellbeing |- Staffing establishment not support forum, signposting to November 2023 - no further update.
support adequate to meet operational training and wellbeing support August 2023 - Consultation complete: . However due to the annual budgeting process
- Inability to recruit/retain staff requirement days in place. A dedicated space f morale. Mental Health and wellbeing continues to be a key
- Long term affordability of staffing has also been created on artmental administrators was undertaken and outputs currently
SharePoint
- Initiatives such as time for me, May 23 - People Str:
weekly recharge November 22 - A new en to the HR Committee in November 22 for approval. Funding in the current climate
- Increase in flexible working and ed from Forth valley College Foundation to support workforce resilience and
A major incident prevents the - Loss of access to campuses - Inability to deliver learning and - Business Continuity Plan which is ith JISC to implement a Security information and event management system. Full [LMT B P VPIC Governance

10/05/2024
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8 [Failure to grow and influence - Insufficient resource - Loss of commercial income - VPBI works closely with Scottish  [May 24 - Our SDS tender did not go well and we received only 50% of what we require. We are working with SDS to look to see how LMT P Strategy
strategic partnerships impacts on |- Competition from other providers |- Reduction in Modern Government/SFC/SDS and other  |we rectify. We continue to strengthen the relationship with ECITB. STC is progressing to FBC with a target date of 31st May. BP remote
our reputation as a partner of - Inability to adapt to changes in Apprentices/Foundation key stakeholders project progressing well. Global Partnership manager recruitment underway
choice the political/economic Apprentices - FVC key partner in City November 23 - SMT format working well with clear areas of responsibility and operational objectives identified. Compex satellite
environment - Lack of influence at a regional Deals/Investment Zone activity project now established with launch imminent. Falkirk Growth Deal STC OBC now submitted. Awaiting feedback to start on FBC. FVC
level across the region has highest sector Pls for FT FE and 2nd highest for FT HE in 21/22. College has received a very positive Education Scotland AEV report:
- Curriculum becomes outdated - Project NxGen Satisfactory with Progress is the highest result achievable. College has just won the ECI Approved Training Provider of the year for
2023. BP VQ international work contract now signed off. Falkirk Growth Deal has an additional £10 mill. FVC working in partnership
with Forth Ports for application submission. Principal continues to make strategic connections.
August 23 - SMT/LMT areas of responsibility now reviewed. New structure with key areas of responsibility identified for each SMT in
place for start of new academic session. Strategic objectives now set and new stretch targets set for ASC. MA up by 10% and
commercial increased. BP VQ work secured. Compex satellite opportunity being taken forward with SERC NI. New Principal making
stakeholder/partner engagements. Minister for HE,FE and Veterans visiting 21st Aug 23. Growth Deal Skills Transition Centre being
worked through with key partners. Curriculum review identifying growth areas in STEM and Health and Social care.
May 23 - New Principal is reviewing SMT/LMT areas of responsibility. KM will review strategic objectives with Director of ASC. This will
be completed for start of academic session 23/24.
Oct 22 - This continues to be managed by SMT and the DCS.
Aug 22 - Role for SMT and the Director of Commercialisation and Skills (DCS) and a strategic objective in the new strategic plan 22-26
to support being at the heart of economic recovery. This can be evidenced with a number of projects.
May 22 - Positive start to 2022 in a number of strategic projects developing. Consultation and new structure for Commercialisatio]
Skills (formerly Business Development). New systems in place to improve efficiency and performance.
Nov 21 - Director of Commercialisation & Skills appointed and will start in January 2022. BP Senegal project is in place and starj
Change has received commitment from Scottish Government to progress from pilot to implementation phase. Falkirk investm
is progressing. Scottish International Environmental Centre will be locating into our Alloa campus.
August 21 - Director of Business Development & Strategic Relationships role has been split into 2 roles; Director of Commercial
9 [SQA Maladministration and - Failure to have robust processes |- Reputational damage - Internal audit review of quality May 24 — During AY 23/24 there have been 6 malpractice/maladmin reports. These have been reported as required and investiga Reputational
malpractice could impact on and staff understanding in place to |- Investigation from SQA resulting |processes internally. The relevant qualifications authorities have been satisfied with the internal investigations and recommendations made.
College's ability to offer courses ensure compliance with awarding |in loss of awarding body status or |- Leaning and Quality department |Mandatory training is in place for all relevant staff and no trends or themes have been highlighted in t practices identified.
body criteria other special measures in place with quality policy and Ongoing ASOS may also increase the risk of malpractices occurring although mitigation has been put in pla
procedures November 23 - current ASOS period has now ended and almost all results have been successfully submitted. ave been 2
- Procedure for internal verification |instances of potential malpractice identified due to malpractice and these have been reported to SQA. Plan ay to scope
in place how we can mitigate future ASOS mandates. Ballot for ASOS has been raised and could run from Feb-Jj
- Ongoing training August 23 - SMT aware that ASOS could increase risk of malpractice and actions in place to manage af
Mav 23 - Training now rolled out across College and part of Collegze mandatorv training programme. A
10 |Board Secretary arrangements are |Conscious decision by the BoM for |Governance issues not being Depute Board Secretary can report |May 24 - Meeting with SIM occurred as planned N/a VPFCA/  [VPFACA L Governance
not in line with the code of good  |the VPFCA to have dual role. highlighted to the BoM issues to Chair. Also Board November 2023 - Meeting with the SIM arranged for after the December 2023 Board Meetin, Board
governance Secretary, Depute Board Secretary Secretary
and members of SMT, excluding
the Principal to meet with SIM on
an annual basis.
11 |Fuel Change investigation identifies |Internal Auditors findings identify |Damage to College reputation. Full internal investigation launched.|May 24 - Police Scotland no longer investigating. Employment tribi nd OSCR are being kept up [SMT P P M Reputational
governance issues related to the  [poor College adherence to Impact in relationship with SFC and |Internal Auditors engaged to carry [to date. November 23 - All ties
project resulting in SFC governance and financial external partners. out independent audit on Fuel with Fuel Change now completely severed. Director with essons Learned report
involvement and reputational procedures. Change project. Quick resolution of |submitted to BoM and SFC. Police and OSCR informed June 2 s
damage to the College. issues raised. All mitigations quickly|August 23 - Internal Audit investigation completed and Board fu . Relationship with Paradigm Futures now
acted on. terminated with immediate effect. All College activity related to Fu ith immediate effect. Internal College
investigation completed. SFC continue to be updated itted to Board in Sept 23. All relevant
parties informed.
May 23 - Internal audit investigation initiated. V;
12 |OSCR may take action against the |Owing to an ongoing issue with the |- OSCR may appoint an external - the College have kept OSCR May 24 - Submission deadline for accounts has inuing to pursue resolution with External Auditors. College SMT P VPFACA VH Governance

College or Board

College External Auditors, the
College has not been in a position
to submit the 2023/24 annual
accounts in line with OSCR
requirements

firm to progress the accounts at
the Colleges expense

- OSCR may view the Board of
Management as not having fulfilled
their duties as Charity Trustees

- Reputational damage both for the
College and Board Members

apprised of the issues

- the College continues to work
with the external auditors to reach
resolution

- the College has raised concerns
with the current situation directly
with Audit Scotland

also looking into possibility of complaint udi of the Board

10/05/2024
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